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1 Overview 

With the rapid 

development of SDN and 

NFV technologies, 

enterprises and operators 

attach great importance to 

the joint deployment of 

SDN and NFV. ZTE 

proposes the Elastic VPN 

solution by deeply 

integrating SDN and NFV 

technologies while 

considering the features of 

its products. ZTE Elastic 

VPN solution is a network 

solution for interconnection 

of new private lines of 

enterprise networks. The 

solution has the following 

characteristics:  

 The uCPE devices can 

be purchased from the 

self-service platform 

and support plug and 

play to achieve zero-

configuration 

deployment. 

 Network services can 

be purchased from the 

self-service platform to 

realize “what you get is 

what you see” and can 

be readily used after 

the purchase.  

 Driven by service virtualization, enterprises move core 

functions of CPEs to data centers to lower the 

investment costs and operation & maintenance costs. 

The service providers perform unified operation and 

maintenance, which can reduce the frequency of on-

site services to lower manpower costs.  

 Unified service orchestration and one-click automated 

deployment shortens service provisioning time, 

accelerates new service launch and improves user 

experience.  

 The unified ICT operation and maintenance platform 

enables ICT cloud and network integrated services.  

1.1 Elastic VPN Solution 

Architecture Overview 

The Elastic VPN solution consists of four components: 

a service portal layer, a resource orchestration layer, a 

service management layer and an infrastructure layer. The 

service portal layer includes a user view and an operator 

view for self-help service purchase of terminal users and 

administrator network maintenance of the operator. The 

resource orchestration layer is responsible for orchestration 

and management of network resource and cloud resource 

as well as authentication and management of CPE devices. 

The service management layer is responsible for auto 

network commissioning and auto service provisioning. The 

infrastructure layer is composed by CPEs, servers and 

storage pools.  

The Elastic VPN solution, consisting of a service portal, 

an orchestrator, a management system, an SDN controller, 

an NFV management system and forwarding devices, 

provides end-to-end (E2E) solutions for E2E service 

purchase, provisioning, maintenance and cancellation.   

 



 

 

Figure 1-1  Overall Architecture of ZTE Elastic VPN Solution 

 

1.2 Elastic VPN Components

1.2.1 Service Portal 

The service portal provides unified 

graphic interfaces for service configuration 

in Site to Internet, Site to Site and Site to 

DC scenarios.  

It can be divided to tenant portal and 

administrator portal: 

Administrator Portal: It provides the 

administrator with on-demand policy 

configuration, site and device 

management, traffic monitoring and tenant 

monitoring interfaces.  

Tenant Portal: It provides the tenant 

administrator with on-demand service 

management and resource and traffic 

monitoring interfaces.   

1.2.2 Global Resource 

Orchestrator  

The global resource orchestrator 

(GRO) is responsible for management and 

orchestration of network resource, NFVI 

resource and network services related to 

Elastic VPN. GRO includes three modules: 

SDNO, NFVO and cloud orchestration. 

The SDNO is responsible for orchestration 

of network connection-related services, 

such as connection establishment, service 

QoS and traffic redirection. The NFVO is 

responsible for orchestration and 



 

 

management of network services and 

NFVI resource. The cloud orchestration 

module is responsible for management 

and distribution of cloud resource.  

1.2.3 Management System 

The management system is 

responsible for device legality 

authentication and basic device 

configuration distribution. After the user 

gets a uCPE device from the operator or 

supplier, the management system should 

first perform legality authentication for the 

uCPE device. It can only send the 

corresponding network configuration to 

the device after making sure the device is 

legal.  

1.2.4 G-VNFM 

G-VNFM is responsible for the 

lifecycle management of VNFs 

(installation, initialization, query, capacity 

expansion, capacity reduction and 

disassembly). Each VNF instance has an 

associated VNFM. One VNFM can 

manage an independent VNF instance, or 

several VNF instances of the same type 

and even different types of VNF instances.  

Now VNFM is used to perform 

lifecycle management of VNFs. ZTE’s 

VManager performs service 

interconnection and synergy by VNFs 

deployed on the cloud. It is connected with 

the Orchestrator by northbound RESTful 

interfaces to get the on-demand creation, 

deletion and modification commands of 

VNFs. It is connected with the VIM by 

RESTful southbound interfaces to perform 

creation and correlation of VNFs and 

network scenarios.  

1.2.4 SDN Controller 

The SDN controller creates overlay 

networks for enterprises and the cloud 

and performs management and 

maintenance. ZTE’s IPSDN controller 

focuses on the SDN demand of IP/MPLS 

WAN networks and is committed to 

building elastic IP networks to achieve 

centralized control, service provisioning 

and traffic optimization of IP networks and 

provide customer-oriented SDN evolution 

solutions for IP networks. ZTE’s ZENIC 

IPSDN controller, based on standard 

hierarchical and componentized design, 

interconnects with different vendors’ 

devices by multiple southbound standard 

interfaces, and provides APPs that 

address customer needs in various 

application scenarios by northbound 

RESTCONF and NETCONF interfaces, 

with an aim to implement centralized 

network control, traffic optimization, fast 

deployment and service innovation. 

Besides, it achieves interworking and 

synergy with traditional network 

management systems by northbound 

RESTCONF interfaces.  

The ZENIC IPSDN controller, based 

on the cutting-edge OpenDayLight 



 

 

framework, implements fast service 

innovation according to customers’ 

requirements and smoothly satisfies ever-

increasing service development 

requirements to build elastic, intelligent 

and open unified transport networks.  

1.2.4 Virtual Infrastructure 

Manager (VIM) 

The virtual infrastructure manager 

(VIM) can use either the VMWARE 

platform or the Openstack platform. ZTE’s 

TECS cloud management platform 

completes virtualization of computing 

resource, storage resource and network 

resource using virtual computing, virtual 

storage and virtual network technologies 

based on the OpenStack platform and 

NFV architecture. It also performs unified 

scheduling and management for the 

virtual resources through unified interfaces 

to reduce service operation costs and 

ensure system security and reliability. It is 

an integrated ICT cloud management 

platform that can simultaneously meet the 

cloud computing requirements of IT and 

CT. 

1.2.4 Forwarding Devices 

 Enterprise side uCPE 

It is a physical box at the enterprise 

side providing simple user access function. 

It is connected with an enterprise user and 

connected to the remote POP node by the 

enterprise private line to implement the 

virtualization service of the enterprise, or 

connected to the branches of the 

enterprise to provide virtual private line 

connection for the enterprise. It provides 

northbound NETCONF interfaces for 

connection and management of the 

controller.  

 Cloudified vMSR 

It is an X86-based virtual CPE 

providing the same network functions as a 

physical CPE and providing the service 

chain function of a virtual service. It 

supports fast automated creation and 

deletion of virtual services. It also provides 

northbound NETCONF interfaces for the 

controller to connect and manage virtual 

CPEs.  

 VPC GW 

It is a gateway device at the DC side 

providing interconnection of the DC with 

external devices.  

2 ZTE Elastic VPN Solution 

2.1 Automated Deployment of Cloud and Network 



 

 

Integration  

Figure 2-1  Automated Deployment of Cloud and Network Integration 

 

The user view in the service portal 

helps implement one-click automated 

deployment of enterprise vMSR, value-

added services and DC to shorten the 

service provisioning time and improve 

user experience. The detailed service flow 

is as follows:  

1. The tenant purchases a vMSR 

service through the user view portal and 

the service portal sends the request to the 

GRO;  

2. The GRO splits the service to the 

SDNO and the NFVO, and waits for the 

user device getting online and passing the 

authentication; 

3. The user connects the device and 

the device sends an authentication 

message automatically;  

4. After the user device gets online 

and passes the authentication, the NFVO 

creates a vMSR network element by the 

G-VNFM; 

5. After getting online, the vMSR 

sends a registration message to the SDN 

controller to join the SDN control domain;  

6. The SDNO sends a command to 

the controller to build a VPN tunnel from 

the user uCPE to the vMSR in the cloud; 



 

 

7. The controller builds the VPN;  

8. The SDNO orchestrates the 

service chain paths in the vMSR and 

sends them to the forwarding device in the 

vMSR by the controller;  

9. The GRO orchestrates the 

network connection from the vMSR to the 

VPC, splits it to independent instructions 

and sends them to the SDNO and the 

intelligent cloud management platform 

respectively. The SDNO sends the 

instruction to the controller, which then 

sends the instruction to the vMSR. The 

intelligent cloud management platform 

sends the instruction to the VPC GW.  

10.  The VPN connection is created 

from the vMSR to the VPC GW;  

11.  The tenant manages the vMSR 

network elements that have been created 

on the portal.  

2.2 Internet Access of Enterprise Private Lines 

2.2.1 Internet Access of L2 uCPE Private Line  

Figure 2-2  Internet Access of L2 uCPE Private Line  

 

The Internet access solution of 

enterprise L2 uCPE private line adopts the 

VXLAN technology to build elastic pipes 

for Internet access of enterprise private 

lines. An L2 VXLAN tunnel is built 

between the uCPE and the vMSR to carry 

L2 private line services. To implement 

NAT traversal and security guarantee, 

VXLAN packets are carried in the public 



 

 

network IPSec tunnel.  

For the L2 private line, enterprise 

service packets are transported to the 

uCPE in L2 mode; the uCPE performs 

VXLAN encapsulation and conversion 

based on Port/Port+vlan; the VXLAN 

tunnel between the uCPE and the vMSR 

carries the tenant’s L2 service packets. 

The detailed technological solution is as 

follows:  

Enterprise tenants access the uCPE 

by Port/Port+vlan; the uCPE implements 

VXLAN encapsulation and VNI mapping of 

enterprise tenant services; the public 

network IPSec tunnel encapsulation is 

implemented at the egress of the uCPE.  

The vMSR terminates public network 

IPSec, decapsulates enterprise tenant 

VXLAN and completes the Internet access 

service of the user.  

2.2.2 Internet Access of L3 uCPE Private Line 

Figure 2-3  Internet Access of L3 uCPE Private Line 

 

The Internet access solution of 

enterprise L3 uCPE private line adopts the 

GRE technology to build elastic pipes for 

Internet access of enterprise private lines. 

An L3 GRE tunnel is built between the 

uCPE and the vMSR to carry L3 private 

line services. To implement NAT traversal 

and security guarantee, GRE packets are 

carried in the public network IPSec tunnel.  

For the L3 private line, enterprise 

service packets are transported to the 

uCPE in L3 mode; the uCPE performs 



 

 

GRE encapsulation and conversion based 

on L3; the GRE tunnel between the uCPE 

and the cloudified vCPR carries the 

tenant’s L3 service packets. The detailed 

technological solution is as follows: 

Enterprise tenants access the uCPE 

by L3; the uCPE implements GRE of 

enterprise tenant services; the public 

network IPSec tunnel encapsulation is 

implemented at the egress of the uCPE.  

The vMSR terminates public network 

IPSec, decapsulates enterprise tenant 

GRE and completes the Internet access 

service of the user.  

 

2.2.3 Local Internet Access of L3 uCPE  

The local Internet access solution of 

enterprise tenants implements direct local 

Internet access using the NAT function of 

the uCPE WAN interface.  

2.3 Mutual Access of Enterprise Private Line Sites 

2.3.1 Mutual Access of L2 uCPE Private Line Sites 

Figure 2-4  Mutual Access of L2 uCPE Private Line Sites 

 

Mutual access of L2 private line sites 

uses the VXLAN technology to build 

overlay virtual machine private lines. A 

VXLAN tunnel is built between the uCPE 



 

 

and the vMSR by built-in VXLAN 

gateways to carry virtual L2 private line 

services. User packets are carried in the 

VxLAN over IPSec tunnel by default to 

achieve NAT traversal and secure 

encryption.  

For the L2 virtual private line, 

enterprise service packets are transported 

to the uCPE in L2 mode; VXLAN tunnel 

encapsulation is performed based on 

Port/Port+vlan; the VXLAN tunnel 

between the uCPE and the vMSR carries 

the tenant’s L2 service packets; an IPSEC 

tunnel is built using the public network 

address to ensure the security of user 

packets traversing the public network. The 

detailed technological solution is as 

follows:  

1. Each site of the enterprise belongs 

to a different network segment. User 

gateways are centralized on the vMSR. 

2. Server A of Site A sends an ARP 

request asking for the gateway MAC; the 

user side uCPE encapsulates the ARP 

request to the VXLAN and transmits it 

transparently to the vMSR; the vMSR 

encapsulates the VXLAN packet; the user 

gateway terminates the ARP request and 

gives the reply; the ARP replay is sent to 

Server A via the VXLAN tunnel.  

3. After getting the ARP of the user 

gateway, Server A encapsulates a service 

packet and sends it. The packet is sent to 

the remote end after encapsulated with a 

VxLAN over IPSEC tunnel header by the 

uCPE.  

4. After receiving the user packet, 

the vMSR first performs IPSEC 

decapsulation and then decapsulates the 

inner VxLAN packet to recover the packet 

sent by Server A. When finding the 

destination MAC is the MAC of the user 

gateway interface, it forwards the packet 

according to the destination IP. It 

searches the routes and finds the egress 

interface is the user gateway interface of 

Site B where Server B belongs. It 

searches the ARP table entries. If there is 

none, it originates an ARP request. After 

getting the reply, it performs VxLAN tunnel 

encapsulation and forwards the service 

packet.  

5. The vMSR then performs IPSEC 

encapsulation for the packet; the packet is 

forwarded to the destination site uCPE2 

according to the outer IP route. The 

uCPE2 first performs IPSEC 

decapsulation and then VxLAN tunnel 

decapsulation, and sends the packet to 

Server B in the local VLAN according to 

the original inner packet.

2.3.2 Mutual Access of L3 uCPE Private Line Sites in the Cloud 



 

 

Figure 2-5  Mutual Access of L3 uCPE Private Line Sites in the Cloud 

 

When the enterprise network is 

accessed in L3 mode and when the 

gateway is deployed in the internal uCPE 

of the enterprise, interconnection among 

subnetworks of the enterprise is 

implemented by the internal gateway. 

Enterprise services are connected and 

provided through the IPSEC tunnel. The 

service interaction flow is as follows:  

1. Server A sends a service packet 

to Server B. The uCPE1 forwards it 

according to the route, performs IPSec 

encapsulation and sends the packet to the 

remote vMSR through the WAN interface 

of the uCPE.  

2. The packet is forwarded according 

to the outer IP route between the uCPE1 

and the vMSR. After receiving the packet, 

the vMSR performs IPSEC decapsulation 

and forwards it according to the route. 

Then it performs IPSec encapsulation with 

the destination point being the uCPE2. 

The packet is forwarded according to the 

outer IP route between the vMSR and the 

uCPE2.  

3. After receiving the packet, the 

uCPE2 performs IPSEC decapsuation and 

forwards it to Server B according to the 

route.  

2.3 Cloud and Network Integrated Access 



 

 

Figure 2-6  Cloud and Network Integrated Access 

 

Cloud and network integration 

enables automated VPN connection 

establishment between enterprises and 

vPCs. The service portal provides a cloud 

and network integrated service interface. 

The intelligent cloud management 

platform is responsible for vPC resource 

distribution, network deployment inside 

vPC and VPN configuration for vPC GW 

connection with outside. The GRO is 

responsible for establishment of VPNs 

between enterprises and vPCs. 

The terminal user selects a vPC 

service and a vPC connection service on 

the service portal to trigger VPN service 

establishment between the vMSR and the 

vPC GW. The VPN uses the IPSec tunnel. 

The vMSR serves as the originating end 

of the IPSec tunnel and the vPC GW as 

the responding end.  

The SDN controller sends the 

configuration information of the IPSec 

tunnel including the interested flow 

specified by the user, the IP address of 

the responding end of IPSec and IKE 

mode to the vMSR, to build the IPSec 

tunnel automatically.  

1. The branch uCPE originates a 

request for vPC resource access. The 

packet is first forwarded to the vMSR. 

Tunnel encapsulation is performed 

between the uCPE and the vMSR 

according to the forwarding mode of uCPE. 

VxLAN over IPSec is used for L2 

forwarding and GRE over IPSec is used 

for L3 forwarding.  

2. After receiving the packet, the 



 

 

vMSR encapsulates the packet, matches 

the interested flow and performs IPSec 

encapsulation (using the tunnel mode). 

The outer source IP of the IPSec tunnel is 

the IP address of the vMSR and the outer 

destination IP is the IP address of the vPC 

GW. Then the IPSec flow is forwarded to 

the vPC GW according to the IP route.  

3. After receiving the data packet, 

the vPC GW decapsulates it and forwards 

it to the destination resource according to 

the forwarding information of the packet.  

2.4 High Value-Added Services 

With centralized software architecture, 

the Elastic VPN brings a series of high 

value-added functions. It enables adding 

new service features on demand by the 

software. New service features can be 

provided by the software running on the 

COTS hardware instead of by special 

hardware, which reduces the deployment 

and maintenance costs. Besides, it 

supports the “pay as you grow” function in 

flexible business modes to prevent the 

high investment cost in the early stage. 

Now the Elastic VPN supports the 

following value-added services:  

High-performance firewall: 

Undoubtedly enterprise network security 

has always been a major concern of CIOs 

or IT managers. The Elastic VPN provides 

high-performance firewalls to protect 

enterprise networks. The enterprise 

guarantees the security of WAN links by 

customized security policies. Moreover, to 

prevent the risks when branches configure 

security policies separately, the Elastic 

provides a centralized control platform for 

the enterprise to configure unified security 

policies.  

WAN application acceleration: With 

the development of cloud computing, 

various applications based on cloud 

platforms are increasingly diversified and 

they require stable, secure and fast 

network connection. To improve the 

experience of these applications, the WAN 

acceleration software extracts the data of 

such applications using characteristics 

fields in the packets and lowers the 

bandwidth requirements of the 

applications by slicing, indexes and 

compression to improve user experience. 

Internet access behavior 

management: For an enterprise, the IT 

Department needs to supervise Internet 

access behaviors of the workers or forbid 

them to visit some websites. The Elastic 

VPN provides an Internet access behavior 

management program to help Internet 

users to control and manage Internet use, 

including web page access filtering, 

network application control, bandwidth 

traffic management, message receiving 

and sending auditing, and user behavior 



 

 

analysis.  

IPPBX: To save the expenditure, 

many companies move traditional 

telephone systems to IP telephone 

systems to use their data networks to 

carry voice services. To meet the 

customers’ requirements, the Elastic VPN 

provides IPPBX virtual application, which 

completely integrates voice 

communication to the data network of a 

company, so as to build a unified voice 

and data network that can connect offices 

and workers across the world.

3 Conclusion  

The Elastic VPN as an SDN/NFV 

integrated solution helps the customers to 

save costs, improves network connection 

flexibility, and provides secure cloud 

access channels to improve the security of 

user data transmission in WANs. At the 

same time, it enables seamless 

connection of CT cloud and IT cloud by 

cloud and network integrated deployment, 

making user vCPEs, value-added services 

and IT cloud services form an organic 

unity while comprehensively improving 

user experience. ZTE can provide all 

components involved in the whole solution 

and support third-party components. With 

such capabilities as flexible connectivity, 

high reliability, real-time service 

deployment and ICT integrated 

deployment, ZTE’s flexible, reliable, agile 

and simple Elastic VPN solution not only 

provides enterprise customers with more 

convenient network application and lower 

costs, but also helps operators to increase 

their revenues and finally creates a win-

win situation for operators and enterprise 

customers.  
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