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1 Overview 

With rapid development of 

SDN and NFV technologies, 

various business and 

service modes emerge. 

Traditional carriers are 

facing the plight of lower 

ARPU and tend to 

becoming pipeline 

providers. The key to 

change the status is to 

provide a variety of value-

added services and support 

in-depth operation of traffic 

so that enterprise egress 

network devices are not 

limited to traditional 

interconnection & 

interworking requirements 

and can provide 

customized applications. 

On the basis of deep 

understanding of ICT 

integration, ZTE releases 

ZXR10 M5300 MCG 

product to integrate SDN 

and NFV technologies. 

With ICT integrated product architecture and strong 

integrated management platform, the product, located at 

integrated access point, not only provides traditional routing 

& switching functions, but also identifies users to office 

value-added services (vVAS) according to customer needs, 

such as WAN acceleration, security, Cache and flexibly 

customized IT applications (OA, etc.), providing bandwidth-

on-demand and service-on-demand to create a strong 

intelligent pipeline for carriers. 

Based on product features, ZTE proposes the Elastic SD-

WAN solution which is oriented to new enterprise private 

line interconnection. The solution has the following features: 

 Support self-service purchase of MCG equipment and 

MCG plug-and-play (PNP) to provide zero-configuration 

deployment of MCG equipment 

 Support self-service purchase of network connections 

and services through tenant portal and buy-and-play. 

 Service virtualization cuts CAPEX and OPEX. Service 

provider offers the unified operation & maintenance and 

reduces on-site service times to cut manpower costs. 

 Localize virtual value-added services. The virtual value-

added services fit for local deployment is deployed at 

user-side MCG equipment to optimize services. 

 Support unified service orchestration and one-click 

automatic deployment to reduce service provisioning 

time, accelerate service online and enhance UX. 

 Unify ICT O&M platforms to integrate ICT cloud 

networks. 

 

1.1 Elastic SD-WAN Solution Architecture 

The Elastic SD-WAN solution consists of 

service portal layer, resource orchestration 

& management layer, service management 

& control layer and infrastructure layer. The 

service portal layer is oriented to self-

service purchase of terminal tenant services 

 



 

 

and network maintenance of carrier 

administrators. The resource orchestration 

& management layer is used to orchestrate 

and manage network and cloud resources, 

and authenticate and manage MCG 

equipment. The service management & 

control layer is used to automatically 

activate networks and services. The 

infrastructure layer is the infrastructure 

composed of MCG, server, storage and 

other parts. 

The Elastic SD-WAN solution comprises 

service portal, overall orchestrator, 

equipment management & verification 

system, IPSDN controller, NFV 

management system, intelligent O&M 

platform, forwarding equipment and vVAS 

to form the overall solution including all 

operations, such as ETE connection and 

service 

purchase/provisioning/maintenance/cancell

ation.

 

Figure 0-1 Elastic SD-WAN solution architecture  

 

 

1.2 Elastic SDN-WAN Solution Components 

1.2.1 Service Portal 

 The service portal provides the 

unified graphical interface for self-

service purchase and configuration 

of tenant management, 



 

 

connection-on-demand, resource-

on-demand and service-on-

demand. 

 It consists of carrier view and 

tenant view. 

 Carrier view: Provide carrier 

administrators with on-demand 

policy configuration, site & 

equipment management, traffic 

monitoring, tenant monitoring 

interface, etc. 

 Tenant view: Provide tenant 

administrators with tenant-related 

inter-equipment service-on-

demand configuration, 

management & resources, traffic 

monitoring and relative interface. 

 

1.2.2 GRO 

GRO (Global Resource Orchestrator) 

coordinates connection-on-demand, 

resource-on-demand and service-on-

demand. 

When a connection is selected on demand, 

the GRO receives tenant configuration 

network information (QOS, rate, VxLAN, 

etc.) from the service portal and sends the 

information to SDN-O which delivers the 

information to IPSDN controller according to 

user information. 

When a service is selected on demand, the 

GRO receives from the service portal the 

tenant request of instantiating a VNF 

service and sends the information to NFV-O 

which requests G-VNFM to instantiate the 

VNF service according to the request 

information. 

When a resource is selected on demand, 

the GRO receives from the service portal 

the tenant request of leasing DC resource 

and sends the information to the NFV-O 

which requests the intelligent operation & 

management platform to apply for and 

allocate resources according to the request 

information. 

 

1.2.3 Equipment Verification Management System 

Equipment verification management 

system verifies MCG equipment legality 

and delivers basic equipment 

configuration. After the user gets the 

MCG equipment from the carrier or 

supplier, the management system needs 

to verify the legality of the MCG, and then 

delivers the network configuration to the 

equipment through the service 

orchestrator after the legality of the 

equipment is verified.



 

 

1.2.4 NFV Management System 

NFV management system consists of G-

VNFM and VIM. 

G-VNFM is used to manage VNF lifecycle 

(installation & initialization, query, capacity 

expansion/shrinkage, disassembly, etc.), 

and VIM to allocate VNFs calculation, 

storage and network resources. Each VNF 

instance has an associated VNFM. A VNFM 

may be assigned to manage a separate 

VNF instance or multiple VNF instances of 

the same type or even different types. In 

this solution, the vVAS service installed on 

user-side MCG equipment is also managed 

by the NFV management system to 

strengthen network management & control 

capability and reduce management 

requirements for the user-side equipment. 

At present, VNFM is mainly used for 

lifecycle management of VNF NEs. It is 

connected northwards to the orchestrator 

through RESTful to obtain VNF on-demand 

creation, deletion and modification 

command, and southwards to VIM through 

RESTful to create and associate VNF and 

network environments. 

 

1.2.5 SDN Controller 

IPSDN controller is used to create, manage 

and maintain enterprise and cloud overlay 

network. ZTE's IPSDN controller focuses on 

SDN requirements of IP/MPLS WAN 

networks, and is committed to building 

resilient IP networks, enabling centralized 

control, service provisioning and traffic 

optimization of IP networks, and providing 

user-oriented IP network SDN evolution 

solution. The ZENIC IPSDN controller, 

based on the standard hierarchical and 

component design, is interconnected with 

the devices from different vendors via a 

variety of standard southbound interfaces, 

and provide multi-scenario APPs meeting 

user needs via northbound RESTCONF and 

NETCONF interfaces, enabling network 

centralized control, traffic optimization, rapid 

deployment and service innovation. In 

addition, it cooperates and interworks with 

traditional NM via northbound RESTCONF 

interfaces. 

The ZENIC IPSDN controller, based on 

advanced OpenDaylight open source 

framework, supports rapid service 

innovation according to user needs to 

smoothly meet the needs of increasing 

service development and build a flexible, 

intelligent and open unified bearer network. 

 



 

 

1.2.6 Forwarding Equipment 

 

1.2.6.1 Enterprise-Side MCG Equipment 

With continuous explosion of information 

flow, various business and service modes 

emerge. Enterprise egress network devices 

are not limited to traditional interconnection 

& interworking requirements, and they must 

provide customized applications to address 

the challenges of diversified services. On 

the basis of deep understanding of ICT 

integration, ZTE releases ZXR10 M6000-

1S6 MCG product to integrate SDN and 

NFV technologies. Besides traditional 

routing & switching functions, it integrates 

security, AC and WAN optimization and 

enables the user to customize IT 

applications such as OA. 

 

1.2.6.2 DCGW Equipment 

Carrier CO or DC-side gateway equipment 

provides CO or DC to interconnect with the 

outside. The IPSDN controller has the 

ability to uniformly manage and control the 

DCGW equipment. 

 

1.2.6.3 Overlay Network 

In this solution, the Underlay network is 

provided by the carrier. The Elastic SD-

WAN solution adopts the Overlay 

technologies such as VxLAN and IPSEC. 

The tenant can create connections through 

tenant view, and select bandwidth, QOS 

and other parameters to create Overlay 

VPN automatically and quickly. 

 

1.2.6.4 Underlay Network 

The Underlay network is the underlying 

bearer network provided by the network 

carrier, offering an IP-reachable basic 

network for the Elastic SD-WAN solution. 

With the SDN-based transformation, the 

Underlay network can: 

1. Adopt Overlay tunnel and Underlay 

tunnel linkage mode to transfer Overlay 

tunnel parameters to the Underlay network 

controller to create Underlay tunnels and 



 

 

then Overlay tunnels. 

2. Create Underlay tunnels 

automatically and quickly through the SDN 

controller. 

 

2 Elastic SD-WAN Solution 

 

2.1 MCG Equipment Provisioning 

In traditional network environments, 

network equipment configuration is rather 

cumbersome, and terminal enterprise users 

need to maintain the equipment. Therefore, 

in order to simplify the workload of terminal 

enterprise users, in addition to the 

traditional provisioning mode, the MCG 

supports the zero-touch solution including 

automatic verification, provisioning and 

other modes based on SDN. That is, the 

user can automatically get the equipment 

online and complete equipment 

management, configuration and other 

operations only through power-on and other 

simple steps, greatly simplifying the end 

user's workload. 

 

2.2 MCG Network Capability Enabling 

In the Elastic SD-WAN solution, MCG 

network provisioning has the following 

requirements: 1. The equipment obtains a 

WAN port address. 2. A connection is 

created between the equipment and WAN 

controller. 3. The equipment passes 

network verification. 4. After verification, the 

orchestrator is notified to create a 

management channel from the equipment 

to VIM for subsequent use in X86 board 

deployment and management. 

The specific implementation can adopt, but 

not limited to, the following mode: 

1. The equipment verification 

management system is preloaded with 

a list of MCG equipment serial 

numbers that have been sold legally in 

and automatically generates a 

verification key. 

2. The user obtains the MCG from the 

carrier, installs the equipment in place, 

connects network cable and powers on 

the equipment. 

3. The MCG obtains a WAN-side IP 



 

 

address and an IPSDN controller 

addresses. 

4. The MCG sends a request to the 

IPSDN controller; 

5. The IPSDN server creates the channel 

from the MCG equipment to the 

equipment verification management 

system according to the MCG request. 

The MCG equipment sends the 

verification request including the 

verification key to the equipment 

management verification system 

according to the serial number. 

6. The equipment verification 

management system verifies whether 

the verification request from the MCG 

is valid. If so, the verification 

management system sends an MCG-

valid notification message to the GRO. 

7. The GRO automatically orchestrates 

and create the management channel 

from the MCG equipment to the VIM 

control node. 

 

2.3 MCG Service Capability Enabling 

In the Elastic SD-WAN solution, the X86 

board on the MCG is managed as a 

computing node of the VIM system in the 

NFV management system. In addition to 

manual installation configuration and USB 

local installation, X86 subcard adopts the 

PXE mode to supports remote ZERO-

TOUCH installation mode. 

The specific implementation can adopt, but 

not limited to, the following mode: 

1. The X86 subcard is set to PXE 

enabled mode. After enabled, the 

X86 subcard creates the 

connection with the VIM control 

node via the management channel 

which is created when the MCG 

network capability is enabled. 

2. The control node provides the X86 

subcard with the information such 

as the IP address of the X86 

subcard and the location of the 

boot file (the IP address of the boot 

file). 

3. After getting the address and boot 

file location, the X86 subcard 

obtains and runs the boot file. 

4. After running the boot file, the X86 

subcard obtains the operating 

system image from the PXE and 

performs the automatic installation. 

5. After the system installation is 

complete, the VIM system adds 

the x86 subcard as a host to the 

system. 

6. The operator sets the x86 subcard 

as the compute node, and then the 

VIM system can manage the x86 

subcard. 



 

 

2.3 vVAS Provisioning 

In the Elastic SD-WAN solution, the tenant 

can use the X86 board of the MCG 

equipment to directly customize and install 

vVAS VNF on the tenant view. The specific 

implementation can adopt, but not limited to, 

the following mode: 

Figure 2-1 Elastic SD-WAN solution architecture  

 
1. The user buys VNF on the tenant 

view. 

2. Select the MCG equipment for 

VNF deployment. 

3. The GRO orchestrates the user 

request for the VNF service 

creation, and the NFVO sends the 

request to VNFM for VNF 

instantiation. 

4. The VNFM sends a command to 

the VIM to allocate 

CPU/memory/harddisk space and 

network connection for the VNF. 

5. The VIM allocates resources for 

the VNF. 

6. After the resource allocation is 

complete, the VNFM instantiates 

the VNF. 

7. The user manages and monitors 

the vVAS, which has been 

purchased and installed, on the 

tenant view. 



 

 

2.4 Tenant VPN Provisioning 

In the Elastic SD-WAN solution, the tenant 

can employ the tenant's equipment and 

cloud resource gateway applied to the 

carrier on the tenant view to build a VPN 

according to its own network construction 

requirements, and flexibly selects BOD and 

QOS as needed. The specific 

implementation can adopt, but not limited to, 

the following mode: 

Figure 2-2 Elastic SD-WAN solution architecture  

 
1. The user selects the equipment for 

VPN configuration on the tenant view. 

2. The user selects BOD, QOS and other 

parameters of VPN link. 

3. The GRO orchestrates the user 

request for connection-on-demand and 

the NFO sends the results to the SDN 

controller. 

4. The SDN controller receives the results 

and creates a link on the equipment. 

5. The on-demand VPN network is 

created between devices. 

6. The user manages and monitors the 

VPN of the tenant on the tenant view. 



 

 

2.5 Private Line Access Solution 

 

2.5.1 Enterprise Private Line Internet Access 

 

2.5.1.1 Local Internet access 

 

Figure 2-3 Elastic SD-WAN solution architecture  

 
The gateway of an enterprise branch is on 

local MCG. Local Internet access solution 

adopts MCG WAN interface NAT for local 

Internet access through site traffic. 

 

 



 

 

2.5.1.1 Headquarter Internet access 

Figure 2-4 Elastic SD-WAN solution architecture  

 
The gateway of an enterprise branch is on 

the headquarter. After sent to the 

headquarter in the site-to-site mode, local 

traffic is used for local Internet access at the 

headquarter. 

 

2.5.2 Enterprise Site Private Line Mutual Visit 

 

2.5.2.1 Local mutual visit 



 

 

Figure 2-5 Elastic SD-WAN solution architecture  

 

The sites are connected to each other via IPSec tunnel to transfer service messages 

between them. 

 

2.6 Cloud Network Integration Access Solution 

 

2.6.1 Cloud Network Integration 



 

 

Figure 2-6 Elastic SD-WAN solution architecture  

 
On the service portal, server resource 

leasing interface, network-on-demand 

interface and cloud value-added service 

selection can be consolidated. CPU, 

memory, storage room and other hardware 

resources can be selected for resource-on-

demand, and the SDN controller can 

manage the DC-side TTGW equipment for 

connection-on-demand, providing enterprise 

local value-added services, DC-side value-

added services and links from enterprises to 

DC, coordinating automatic deployment of 

DC-side resources, shortening service 

provisioning time and enhancing UX. The 

service flow is as follows: 

1. The tenant purchases local value-

added services, cloud value-added 

services and cloud resources on the 

tenant view and the service portal 

sends the request to the GRO. 

2. The GRO splits the services and sends 

them to the SDNO, NFVO and cloud 

management platform. 

3. The NFVO creates local and cloud 

vVAS NFV services for the user 

through G-VNFM and VIM. 

4. The intelligent cloud management 

platform creates resources for the user. 

5. The SDNO sends a command to the 

controller to create VPN tunnels from 

user MCG to CO and from CO to DC. 

6. The user manages the created local 

vVAS VNF applications, cloud vVAS 

VNF applications, tunnel BOD from 

MCG to CO and from CO to DC, QOS 

and applied public cloud resources on 

the service portal. 

2.6.2 Cloud Network Integration (Private Network) 



 

 

On the service portal, server resource 

leasing interface and network-on-demand 

interface can be consolidated. CPU, 

memory, storage room and other hardware 

resources can be selected for resource-on-

demand, and the SDN controller can 

manage the DC-side TTGW equipment for 

connection-on-demand, providing enterprise 

local value-added services and links from 

enterprises to DC, coordinating automatic 

deployment of DC-side resources, 

shortening service provisioning time and 

enhancing UX. The service flow is as 

follows: 

Figure 2-7 Elastic SD-WAN solution architecture  

 
1. The tenant purchases local value-

added services and cloud resources on 

the tenant view and the service portal 

sends the request to the GRO. 

2. The GRO splits the services and sends 

them to the SDNO, NFVO and cloud 

management platform. 

3. The NFVO creates local vVAS NFV 

services for the user through G-VNFM 

and VIM. 

4. The intelligent cloud management 

platform creates resources for the user. 

5. The SDNO sends a command to the 

controller to create VPN tunnels from 

user MCG to cloud resources. 

6. The user manages the created local 

vVAS VNF applications, tunnel BOD 

from MCG to DC, QOS and applied 

public cloud resources on the service 

portal. 

 

2.6.3 Cloud Network Integration (Public Network) 



 

 

On the service portal, server resource 

leasing interface can be consolidated. CPU, 

memory, storage room and other hardware 

resources can be selected for resource-on-

demand, providing enterprise local value-

added services, coordinating automatic 

deployment of DC-side resources, 

shortening service provisioning time and 

enhancing UX. The service flow is as 

follows: 

Figure 2-8 Elastic SD-WAN solution architecture  

 
1. The tenant purchases local value-

added services and cloud resources on 

the tenant view and the service portal 

sends the request to the GRO. 

2. The GRO splits the services and sends 

them to the NFVO and cloud 

management platform. 

3. The NFVO creates local vVAS NFV 

services for the user through G-VNFM 

and VIM. 

4. The intelligent cloud management 

platform creates resources for the user. 

5. The user accesses public cloud 

resources in the IP mode. 

6. The user manages local vVAS VNF 

applications and applied public cloud 

resources on the service portal. 

 

 

2.7 High-Value-Added Service 



 

 

The Elastic VPN brings a series of high-

value-added functions through centralized 

software architecture and is added with new 

functions and features on demand through 

software. A new function does not need 

special hardware, and the software runs on 

the COTS hardware to provide the function, 

simplifying deployment and maintenance 

costs. And the flexible business mode is 

adopted to support “pay as you grow”, 

avoiding high investment costs in the initial 

stage. Now the Elastic VPN supports the 

following value-added services: 

 High-performance firewall: Enterprise 

network security is always the concern 

of CIOs or IT supervisors. The Elastic 

VPN provides the high-performance 

firewall for ensure the enterprise 

network security. Enterprises 

customize security policies to assure 

the security of WAN links. To prevent 

branches from making mistakes in 

separate configuration, the Elastic VPN 

offers the centralized control platform 

so that enterprises can set the 

centralized security policies. 

 WAN network application acceleration: 

With the development of cloud 

computing, there are more and more 

applications based on cloud platform 

and they need stable, secure and high-

rate network connections. To enhance 

their UX, WAN acceleration software 

abstracts their data through special 

fields in messages and reduces their 

requirements for bandwidth through 

slicing, indexes and compression to 

enhance UX. 

 Internet access behavior management: 

For enterprises, IT departments may 

monitor Internet access behaviors of 

employees and forbid them from 

accessing some websites. The Elastic 

VPN offers Internet access behavior 

management program to help Internet 

users to control and manage the user 

of the Internet, including webpage 

access filtering, network application 

control, bandwidth traffic management, 

information transmitting & receiving 

auditing and user behavior analysis. 

 IPPBX: To save costs, many 

companies migrate traditional 

telephone system to IP telephone 

system to transfer voice 

communications via their data 

networks. To meet their demands, the 

Elastic VPN provides IPPBX virtual 

applications to integrate voice 

communications into their data 

networks to create unified voice & data 

networks connecting global branches 

and employees. 

 

2.8 VNFs Disaster Recovery 



 

 

1. VIM sets snapshot generation period, 

and storage location is at cloud storage. 

2. After the generation period comes, VIM 

generates a snapshot and stores it into 

the cloud. 

3. X86 subcard is checked whether it 

works properly. 

4. If the X86 subcard goes offline due to 

damage or other accidents, VIM sends 

a notification message to the operator. 

5. The customer gets the X86 subcard 

again from the carrier and inserts it into 

the MCG, and the X86 subcard is 

automatically installed with OS through 

PXE. 

6. VIM generates a new VM on the X86 

subcard according to the snapshot 

stored in the cloud. 

7. VNFs are recovered from the disaster. 

 

3 Conclusion 

As a SDN/NFV solution, the Elastic SD-

WAN solution not only saves user costs and 

improves network connection flexibility, but 

also provides secure cloud access channels 

to increase the security of user data in WAN 

transport. Through cloud-based integrated 

deployment, the solution integrates local 

value-added services, network value-added 

services and IT cloud services to improve 

UX. By virtue of connection flexibility, 

security reliability, realtime service 

deployment and integrated ICT deployment, 

the flexible, reliable, agile and simple Elastic 

SD-WAN solution not only provides 

convenient network use and saves costs for 

enterprise users, but also increase carrier 

revenues to bring profits for both carriers 

and enterprise users.
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