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1 Overview 

Boosted by dramatic 

development of SDN and NFV 

technologies, enterprises 

always dreaming of having 

decreasing network 

investment, less OAM cost 

and faster service 

provisioning now start 

focusing on joint deployment 

of the SDN and NFV 

technologies. The enterprise 

ICT solution mainly consists of 

two parts, one is 

interconnections between 

branches and headquarters 

(referring to the 

establishment of VPNs 

between the branches and 

headquarters), the other is 

value-added services 

(including firewalls, ACs and 

WAN acceleration). The 

features of the solution are as 

follows: 

1. IPSec VPN is used to 

keep the connections 

between different enterprise 

sites safe. 

2. Centralized and 

unified device configuration 

and maintenance 

implemented via the ICT intelligent management system replaces 

onsite technical support, which reduces O&M cost. 

3. Service virtualization virtualizes key private hardware 

(e.g. the firewall and AC) of the enterprise to reduce its 

investment and O&M cost. As the ICT intelligent management 

system offers a unified O&M platform, the operation and 

maintenance become much easier.  

4. Unified service orchestration and one-touch automatic 

deployment greatly improve user experience by accelerating 

service provisioning.  

5. A unified ICT O&M platform allows for all-in-one ICT 

deployment. 

Overview of enterprise ICT integration solution: 

The enterprise ICT solution is oriented to enterprise markets 

of which the infrastructure is not competent enough to 

implement complicated integrated SDN-O, NFV-O, virtual 

network function management, TECS, SDN-C and network 

management solutions. They much more prefer the solutions 

with fewer network elements, simpler network element (NE) 

deployment and easier service deployment.  

By integrating NFVO, VNFM, TECS, SDN-O, SDN-C and network 

management together on the network management system, the 

enterprise ICT solution offers lots of special services, for example 

virtual machine (VM) life cycle management based on the 

network management, orchestration of forwarding paths on 

service chains, distribution of device configuration and 

creation of virtual network functions. With minimum number 

of the NMs on the top orchestration system, the total 

quantity of the NM is greatly reduced. Accordingly, much 

simpler networking and fast device and service provisioning 

can be provided at the same time. The specific solution 

topology is as shown in the following figure: 

 



 

 

 

Figure2-1 General Architecture of Enterprise ICT Integration Solution 

 

1.1 Overview of Components in the Enterprise ICT Integration 

Solution 

1.1.1  ICT Intelligent Management System  

Serving for a core management 

component in the enterprise ICT integration 

solution, the ICT intelligent management 

system integrates SDN modules, openstack 

nova modules and M modules for the virtual 

network function together, taking 

responsibility for data traffic access control 

and virtual application life cycle management. 

It provides unified O&M for the ICT services. 

In addition to provide simple 

management interaction interfaces for 

terminal users, the ICT intelligent 

management system manages uCPE devices 

of the enterprise uniformly. So based upon 

centralized network authority control, 

administrators of the enterprise network do 

not need to distribute access control policies 

or deploy virtual functions on site. Fast service 

provisioning and centralized upgrade of the 

virtual application software on different sites 

implemented by the ICT intelligent 

management system enable the customers to 



 

 

have less cost, simplified processes and improved user experience. 

 

1.1.2 Forwarding Devices 

In addition to access users, the physical 

forwarding devices located on the enterprise 

side, are also used for connecting the 

headquarters or branches via enterprise 

private lines. Northbound Netconf 

interfaces allow for interconnection and 

management of controllers. 

Open NFVI capability of the enterprise-

side uCPE employs an open NFVI platform to 

support the implementation and deployment 

of virtualized network applications. 

2   Unified Service Deployment 

Traditionally, network and service 

deployment for the enterprise branches 

without OAM capability need to be done by 

hand. Due to lots of other weaknesses, for 

example long deployment cycle, high cost and 

high demands for the human resources, the 

old manual deployment mode can hardly 

finish deploying a large number of enterprise 

branches at the same time.。 

The ICT integration solution which 

perfectly combines the SDN and NFV together 

supports unified service deployment through 

its centralized management. It offers an 

effective way to the customer to reduce 

onsite engineers and shorten the service 

provisioning cycle. 

2.1 Distribution of uCPE Configuration 

 

 

 

 



 

 

 

Figure 2-1 Automatic Distribution of uCPE Configuration 

 
 

The ICT integration solution to solve the 

legacy problems of the old deployment mode, 

for example manual onsite deployment, 

inefficient service provisioning and high cost 

leads to higher efficiency and less cost. As 

long as the administrator can access the ICT 

intelligent management system, it can make 

the device configuration at any place. The 

specific processes are as follows: 

1. When the administrator of the enterprise 

enters the ICT intelligent management 

system, it accesses the device 

configuration interface to select the 

device to be configured on the network 

topology. Then it enters the interface to 

add configuration items.  

2. The OAM engineer of the enterprise fills 

in the device configuration table with the 

items to be configured, for example 5-

tuple rules and default routes.  

3. After receiving the user’s basic 

configuration items, the ICT intelligent 

management system forms complete 

device configuration information which 

can be identified by the device.  

4. The ICT intelligent management system 

distributes all the configuration 

information of the standard devices to 

the uCPE devices.  

5. When the configuration is distributed 



 

 

successfully, the uCPE responses that the 

system devices have already been 

configured correctly. The ICT intelligent 

management system informs the 

enterprise OAM engineer that the device 

configuration has been done.     

2.2 Deployment of Virtual Network Functions 

Figure2-2 Processes of Deploying Virtual Network Functions 

 
 

 

To keep pace with development trends 

of the virtual network applications, hardware 

device vendors start developing general 

software version for X86 platforms, through 

which they can change traditional hardware-

based deployment to software-based 

deployment. But this method does not alter 

the old site-by-site configuration mode. The 

ICT integration solution eliminates onsite 

deployment, improves efficiency and saves 

cost at the same time. As long as the OAM 

engineer can access the ICT intelligent 

management system, it is capable of 

deploying the virtual applications at any place. 

The specific processes are as follows: 

1. The OAM engineer of the enterprise logs 

into the ICT intelligent management 

system to select the virtual applications 

to be deployed.  

2. Select the target device where the virtual 

applications will be deployed on the 

network topology.  



 

 

3. When the ICT intelligent management 

system receives the user’s requests, it 

will build VMs with equivalent resource 

requirements on the uCPE device for the 

virtual applications. The ICT intelligent 

management system also finishes 

configuring the VM.  

4. When the VM is built, the ICT intelligent 

management system will get 

corresponding virtual application 

mirroring from mirror servers.  

5. The ICT intelligent management system 

sends virtual application mirroring to the 

target uCPE device to complete virtual 

application creation.  

6. When the virtual applications are 

deployed, the system will inform the 

enterprise OAM engineer that the 

deployment has been done. So that,  the 

engineers can configure corresponding 

applications via the ICT intelligent 

management system.   

2.3 VM Deployment 
Figure 2-3 Process of Deploying VM 

 
 

When the branch site asks for building 

local services such as FTP servers or local 

storage, the computing resources of the uCPE 

X86 module can be used to deploy the local 

services. Take the following procedures to 

build VMs for the local resources:  

1. The administrator of the branch logs into 

the ICT intelligent management system 



 

 

to deploy the VMs with designated vCPU, 

vRAM and vROM resources.  

2. When the ICT intelligent management 

system receives the user’s request, it 

will build the VM with equivalent 

resource requests on the target uCPE 

device for the virtual applications. The 

ICT intelligent management system also 

finishes configuring the VM. 

3. When the VM is built, the ICT intelligent 

management system can get 

corresponding operating system 

mirroring from the mirror server.  

4. The ICT intelligent management system 

sends the operating system mirroring to 

the target uCPE device to finish VM 

creation. 

5. When the VM is built, the system will 

inform the engineer that the creation is 

successful. So that the engineer can 

implement corresponding application 

management and configuration via the 

ICT intelligent management system.    

3   Centralized and Unified Maintenance 

In addition to manage the uCPE devices 

on the enterprise site in a centralized way, the 

ICT intelligent management system can 

implement management of uCPE device 

performance, management of the virtual 

network applications and monitoring of the 

network status.  

3.1 Centralized Management of uCPE Devices 

The uCPE device management mainly 

contains two parts: one is performance 

monitoring; the other is remote version 

distribution. The device performance 

monitoring enables the enterprise OAM 

engineer to know real-time running status of 

the device. At the same time, the remote 

version distribution replaces traditional onsite 

deployment, making configuration and 

deployment much easier. 

uCPE device performance monitoring 

To support the installation of the virtual 

network functions, the uCP supports high-

performance X86 modules. The device 

monitoring consists of two parts: forwarding 

module performance monitoring and 

computing resource performance monitoring. 



 

 

3.1.1 Device Performance Monitoring 

Figure 3-1  Device Performance Monitoring 

 

The enterpriser OAM engineer needs to 

check working status of the network device to 

make sure it is under a normal working 

condition. The ICT integrated management 

system is also capable of monitoring the 

device performance, for example it can check 

the CPU utilization of the device forwarding 

module, memory utilization, interface using 

status and slot using status, so that the 

administrator can make the best use of the 

device. 

3.1.2 Monitoring of Computing Resources 
Figure 3-2 Monitoring of Computing Resources 



 

 

 

As the computing capability of the uCPE 

device is a sort of enterprise private resource, 

the enterprise user can deploy local services 

(e.g. FTP) on the computing resources of the 

uCPE device. After checking utilization of the 

computing resources of the uCPE device, the 

user makes plans for local service deployment 

accordingly. The ICT integrated management 

system is also able to monitor the computing 

resources including utilization of the CPU, 

memory and hard disk. 

3.1.3 Version Upgrade 
Figure 3-3 Processes of Version Upgrade 

 



 

 

 

Service upgrade or system version 

upgrade inspires device software upgrade. 

The ICT intelligent management system allows 

for remote software upgrade via the 

centralized device management, which 

prevents the engineer from complicated 

onsite operation.  

1. The engineer of the enterprise selects 

the software version and device to be 

upgraded.  

2. The ICT intelligent management system 

gets the software with corresponding 

versions from the version storage system.  

3. The ICT intelligent management system 

sends the software with proper version 

to the device as per the user’s choice.  

4. Restart the device to check if the 

software upgrade is completed normally. 

If the upgrade goes wrong, retroversion 

mechanism can be used to make sure the 

device runs normally.      

3.2 Centralized Management of Virtual Network 

Functions 

With the same services and features, the 

virtual network function is virtualization of 

traditional hardware, featuring better 

management, maintenance and upgrade. 

Using the virtual network function to replace 

hardware, the enterprise ICT integration 

solution speeds up the entire service 

deployment. At the same time, based on 

centralized management and control of the 

virtual network application, the ICT intelligent 

network management system makes the 

O&M much more convenient. 

3.2.1 Management of Life Cycle of the Virtual Network Functions 

The life cycle management of the virtual 

network function mainly refers to deployment 

of the virtual applications, performance 

monitoring, virtual application capacity 

expansion/reduction and deletion of the 

virtual application.  

The application performance monitoring 

mainly observes of host VM utilization, for 

example the utilization of vCPE, vRAN and 

vROM. 

In practice, sometimes the longer the 

virtual network is used, the more demands for 

the VM performance will be generated, for 

example, more and more requirements for 

larger memory or storage space. So capacity 

expansion/reduction is used to adjust the 

resources of the host VM to guarantee the 

best use of the computing resources. 



 

 

 

Figure 3-4 Elastic Capacity Expansion and Reduction 

 
 

1. The enterprise OAM engineer selects the 

host VM resources to be changed. The 

CPU, RAM and ROM can be changed.  

2. The ICT intelligent management system 

follows the user’s order to adjust the 

VM resources.  

3. When the ICT intelligent management 

system finishes changing the VM 

resource information, it will update the 

VM configuration files to finish the 

resource adjustment.  

When the enterprise decides to abandon 

one application or to start using a different 

application provider, the user can delete the 

existing applications via the ICT intelligent 

network management system.  

 

 

 

 

 



 

 

 

Figure 3-5Deletion of Network Virtual Applications 

 
 

1. The enterprise user selects the VNF to be 

deleted.  

2. The ICT intelligent management system 

follows the user’s requests by stopping 

the in-service VNFs and VMs first.  

3. The ICT intelligent management system 

deletes the VNFs and host VMs.  

4. When the VMs are deleted, the virtual 

resources will be retrieved and put into 

VFVI resource pools. 

3.2.2 VNF Version Update 

Application programs of all the sites are 

running on a unified hardware platform, 

which also makes software version update 

very easy. The ICT intelligent network 

management system can be used to update 

network application software versions of all 

the sites

  



 

 

Figure 3-6 VNF Version Upgrade 

 
 

1. The user selects the VNF to be updated 

in the system.  

2. The ICT intelligent management system 

executes the user’s requests by getting 

the latest software version from the 

version storage system. 

3. The ICT intelligent management system 

sends the latest version to the target 

device.  

4. Activate the software with the latest 

version on the device to finish the 

update.  

3   Conclusion 

Being an SDN/NFV integrated solution, 

enterprise ICT integration employs the ICT 

intelligent management system to implement 

unified management of the devices, networks 

and services in the system, as well as 

seamless interconnection between CT and IT. 

By closely combining the user’s uCPE, virtual 

network services and IT resources together, it 

greatly improves user experience. This flexible, 

reliable, agile and simple enterprise ICT 

integration network solution based on 

decreased cost, simplified processes, 

improved user experience, all-in-one ICT 

deployment allows the enterprise user to 



 

 

enjoy much simpler networks. 
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