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MTN: Embracing the 
Digital Future

I
The third aspect is investment. In South 

Africa, we have an investment pro�le. Large 

investments we’ve made over the last three 

years are starting to bear fruits. 

Therefore, the secret to our success lies in 

the teams, the leadership and the appetite to 

invest in the business. 

One of the evidence to MTN’s success 
is the Oxygen strategy. Could you tell 
us how you drive and implement this 
strategy in the local market?

The Oxygen program is a fusion of internal 

Reporter: Fahad Nisar

“We are a digital first, cloud-first business,” said MTN Group CTIO Charles Molapisi during a recent interview with 

ZTE Technologies, focusing mainly on MTN’s Oxygen strategy that is crucial to its digital transformation. MTN is a 

South African multinational telecom company that operates in more than 20 countries and is the leading mobile 

operator in Africa. Ready for a new phase of development, it is pursuing the vision of leading the delivery of a bold, 

new digital world to its customers.

MTN is growing quite rapidly and has 
been quite successful recently. Could you 
share with us the secret to your success? 

think we really have to give credit to 

di�erent teams, starting with the South 

African team that has achieved fantastic 

performance. The Nigerian team is 

�ghting quite decently to regain our position on 

the data side. You can also look what our team is 

achieving in Ghana.   

We’ve also got a very strong leadership of MTN 

that is providing good steering to the business, 

very clear direction and much clearer strategy.
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programs. We’ve consolidated all our 

programs into one super program 

which seeks to create a predictable 

architecture that is open and futuristic. 

The architecture is also based on the 

levels of channel, IT, enterprise and 

business capabilities, network and 

operations. It is a complex program. 

But we believe that we could 

implement it across our markets. We 

are using what we call the “Oxygen 

index level”, which means that we 

assess the capability of each market to 

see how a market stacks up in terms 

of the Oxygen capabilities. Once we 

are able to demonstrate the gap, we 

can work with an operating company 

(OpCo). We are very excited about the 

prospects of what we can achieve 

with the Oxygen program.

The acronym “Oxygen” begins 
with agile operations and 
digital experience, which 
speaks volumes about the 
importance of AI and digital 
technologies for MTN. How do 
you see digital transformation? 

We are a digital-�rst, cloud-�rst 

business. Digital transformation can 

be achieved through three layers. 

The �rst layer is the commercial 

aspect of the revolution in terms of 

new revenue streams, processes 

and channels. 

The second layer is the digital 

capability layer, which consists of 

platforms, systems, technologies, and 

the network. As the capability layer, it 

helps ful�ll the �rst layer’s objectives. 

At the bottom is the foundation 

layer, which we call the cultural layer. 

It is the agile way of working. 

So for digital transformation, we 

�rst think of business processes and 

diversi�cation of businesses. Then 

consider the middle-level capabilities 

and systems. And at the bottom, we’ve 

got culture and people to enable and 

tie them.  

Virtualization is another 
buzzword in the market. In the 
context of MUNIC strategy, it is 
a part of the Oxygen strategy. 
How do you see that?

The MUNIC plan is a uni�ed cloud 

program. We have two types of workloads 

in the business: the network workloads 

which traditionally sit on the core 

network, and the traditional IT workloads. 

Most traditional appliance-based 

platforms on the core network are 

moving towards commercial o�-the-shelf 

platforms. So most of the platforms are 

becoming IT-based.

The MUNIC strategy seeks to unify two 

worlds: the telco cloud and the IT cloud. 

We have progressed quite well if you look 

at the IT virtualization and cloudi�cation. 

I believe that we will be able to achieve 

our ambitions of creating an architecture 

that is predictable and agile. That is very 

cost-e�ective. In the end, you’ll see an 

ability to orchestrate workloads between 

traditional telco clouds and IT clouds and 

use common resources to manage the IT 

workloads and the telco workloads.

For telcos, the major challenges 
are centered on user experience, 
technology migration, and 
spectrum. How is MTN 
positioned in the context 
of all the challenges it faces? 

If you look at the scale of our business, 

the number of our operating markets 

and the scale of our network, you’ll see 

the extent of our investments. As far as 
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technology is concerned, we injected 

about 2 billion dollars in Capex on IT 

and networks in 2019. We cover a high 

percentage of the population in many 

markets, for example, we cover 95 percent 

of the population for 4G in South Africa, 

40 percent in Nigeria, and 58 percent 

in Ghana. We are excited about the 

achievements, and I believe that despite 

signi�cant challenges we face, MTN is 

well positioned to manage the revolution 

of the industry and meet the demands of 

the industry. 

MTN and ZTE have been together 
for more than a decade. It’s a great 
journey. How do you see ZTE as a 
partner? 

Let me start by saying thank you to 

ZTE for the partnership over the years. 

It is not something that we take lightly. 

We are an orchestrator and integrator 

of di�erent types of technologies to 

deliver the service to our customers. 

I’m just grateful for all the fantastic 

work that ZTE has done, particularly in 

the Western Cape and in Nigeria. We are 

committed to the partnership, largely 

because of the responsiveness and ZTE’s 

technologies. We hope ZTE would help us 

move into 5G. 

What is the most important 5G use 
case for you? 

Globally, you tend to see big potential in 

use cases like AR/VR, smart city and smart 

manufacturing. But because of the lack of 

�ber in our markets, our choice may be 

on �xed wireless. I think we have a better 

chance to bring cheaper connectivity 

to homes and into enterprises. So I think 

that FWA would make a big di�erence. Of 

course, we can talk about eMBB, but you 

have to deal with the device ecosystem as 

well. We are very practical about the extent  

of the application of 5G. We see it as a 

targeted investment case. Certainly, we 

have opportunities to make exceptional 

achievements as the country evolves and 

more devices come onto the ecosystem. 
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ZTE Executive Director and President Xu Ziyang
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Enabling Operators’
Path to 5G
ZTE CEO: Enabling 
Operators’ Path to 5G

Source: Mobile World Live

ZTE Executive Director and President Xu Ziyang talked to Mobile World Live 
about the key challenges operators face when launching 5G.

L
Regarding the development of core network, an 

SBA-based cloud-native core network that supports 

2G/3G/4G/5G converged access has become the 

industry consensus. Looking ahead, automated 

deployment and intelligent operations will continue 

to improve network agility and �exibility, while 

cloud-network collaboration and cloud-edge 

collaboration will achieve higher resource utilization 

e�ciency. Furthermore, inter-vendor collaboration 

and multilayer decoupling will provide operators with 

more �exibility.

On the transmission side, building a large-bandwidth, 

low-latency, and cost-e�ective transmission network 

will serve as a guarantee for 5G service deployment. 

Similarly, the key to transcending limits imposed by 

network bandwidth, transmission distance, and heat 

dissipation limits lie in the chipsets, algorithms, and 

liquid cooling technologies.

Lastly, when it comes to the device, one needs to 

bear in mind that the 5G era is scenario-oriented. In 

the 5G era, everything is sensory, connected, 

computed, smart and integrated. Therefore, our 

smartphones will be rooted in 5G and AI, and will 

leverage cloud services to deliver user experiences in 

di�erent scenarios such as video, entertainment and 

gaming. Besides smartphones, 5G mobile broadband, 

IoT modules will also promote comprehensive 

industrial upgrading across di�erent technologies, 

such as industrial manufacturing, autonomous 

vehicles, transportation, and smart city development.

In terms of performance, functionality 
and maturity, how will 5G networks 
and devices evolve?

et’s �rst talk about the development 

of RAN. Due to the high-speed and 

low-latency requirements of 5G 

networks, chipsets have become the 

core driver supporting the function and 

performance of the devices and networks.

Current 7 nm chipsets have directly improved 

performance and reduced power consumption as 

compared to the previous generations. Speci�cally, 

the baseband computing power has increased 

threefold and the processing capacity of digital 

intermediate-frequency bandwidth has increased 

fourfold. In addition, RF full link e�ciency has 

increased by around 20 percent, integration level 

has increased over 40 percent, while power 

consumption and weight have reduced by about 

30 percent. With the introduction of 5 mn chips 

and continued technology progress in place, power 

consumption and weight are projected to decrease 

by over 20 percent annually.

Simultaneously, with more investments going 

into the development of wireless access networks, 

it can help ful�l coverage for more di�erent 

scenario requirements. From there, it becomes 

natural to construct a network with the optimal 

price-performance ratio.
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What can operators of 2G to 4G networks 
do to ensure a smooth transition to 5G?

Apart from those with new licences, the 

current issue facing most operators who plan 

on constructing 5G networks is that they are 

concurrently operating 2G/3G/4G networks. 

Operators need to grapple with the uncertainties 

surrounding the change of business models and 

industry use cases.

When it comes to the details of 5G network 

construction and development, we propose a 

concept strategy of “addition, subtraction, 

multiplication and division”. The idea of “subtraction” 

is targeted towards the issue of the coexistence 

amongst 2G/3G/4G/5G networks, and their related 

problems of resource constraints and network 

complexity. Through large bandwidth, multi-mode 

and multi-frequency products, operators could 

create simpli�ed sites and streamline the processes 

of construction, operation and maintenance. For 5G 

networks, ZTE can provide full-band, full-scenario, 

full-series products and spectrum-sharing solutions 

which enable operators to build cost-e�ective and 

resource-e�cient networks. 

When it comes to “addition”, ZTE’s goal is to “add” 

capabilities such as edge computing and ubiquitous 

AI to simpli�ed networks, to realize e�cient 

collaborations and intelligent network operations 

on the cloud network and cloud edge. For “division”, 

ZTE advocates an agile and �exible end-to-end 

slicing that supports a wide network of industries, 

while signi�cantly reducing business deployment 

and trial-and-error costs. Lastly, ZTE aims to 

“multiply” by combining the above capabilities 

with business platforms such as big video 

(AR/VR/HD) and drones, in order to drive further 

innovation for di�erent industry scenarios. All in all, 

the ultimate goal is to build a vibrant 5G ecosystem.

What internal factors should operators 
consider when developing 5G network 
routing? 

Compared with 4G, the SBA-based 5G core 

network can support 2G/3G/4G/5G networks and 

�xed network convergence access. This allows for 

the �exible scaling of functions on demand, 

�exible deployment of end-to-end slicing, and 

smart operation of networks. De�ned as a new 

type of infrastructure, 5G networks will form the 

basis for supporting industry transformation and 

a next-generation industrial revolution.

The industry consensus is that SA is the 

targeted network for 5G and can truly unleash 

the advantages of 5G deployment, thereby 

empowering business innovation. Indeed, China 

Mobile, China Telecom and other operators have 

already publicly stated that SA commercialization 

will be realized in 2020. ZTE has also been 

actively helping the industry promote the 

commercialization process of SA. The release of 

the �rst version of the commercial core network 

and the subsequent full veri�cation, end-to-end 

slicing, and terminal IoDT, all ensure that SA 

technology is at the industry forefront.

Prior to 2020, constrained by the progress 

made in core network and terminal chipsets, 5G 

commercial operators generally began with the 

development of NSA �rst. In 2020, neither the 

commercial maturity of the 5G core network or 

the terminals supporting SA will be a constraint 

on SA network deployment. We �rmly believe 

that more operators will consider the one-step 

SA construction model.

What kind of collaborative strategies 
should the di�erent parts of the ICT 
ecosystem adopt to support the 5G 
ecosystem together?

From mobile internet to IoT, the application of 

5G is gradually being expanded to all industries in 

society. As a collection of technologies and industry 

standards, 5G is currently experiencing increased 

integration and collaboration with new technologies 

such as cloud computing, edge computing, and AI. 

Considering the diversity of application scenarios, it 

is predicted that the 5G industry ecosystem will be 

larger and more complex than ever and, therefore, 

will require the support globally from di�erent 

societies and industries.
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Digi: Accelerating
5G in Malaysia
Reporter: Gobinath Maniam

Mohamad Kamal bin Noordin (L), Digi’s Head of Strategy & Architecture, and Cham Yin Gee (R), Head of Network Strategy



igi, a mobile service 

provider in Malaysia, is 

exploring 5G innovations 

in a bid to make 5G a 

reality in the country and elevate the 

country’s economy. Mohamad Kamal 

bin Noordin, Digi’s Head of Strategy & 

Architecture, and Cham Yin Gee, Head 

of Network Strategy, talked about the 

5G demonstration projects undertaken 

by the Malaysian Communications and 

Multimedia Commission (MCMC) and 

their partnership with ZTE in 5G as well. 

Can you explain the partnership 
between Digi and ZTE? 

Mohamad Kamal bin Noordin: We started 

the partnership with ZTE in 2011 when 

we performed network modernization, 

covering the radio, the core network and 

the backbone network. For the radio, we 

covered 2G, 3G, and 4G. As part of the 
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D partnership, we always explore what 

else is there. We have evolved into 4G 

plus, voice over LTE and IoT, and now 

we are moving towards 5G as well. 

Cham Yin Gee: Part of the 5G 

demonstration project, which is an 

initiative by the government, is to 

drive and accelerate 5G adoption in 

Malaysia. Digi has partnered with ZTE 

to demonstrate 5G projects around 

Malaysia, which includes areas in Klang 

Valley and the northern part of Malaysia. 

In addition, this has been witnessed by 

thousands of Malaysians and comes from 

collaboration with industries as well. 

What do both organizations aim 
to achieve with this partnership? 

Mohamad Kamal bin Noordin: We at 

Digi and ZTE would love to achieve a 

better understanding of 5G—how it 

works and what it will provide as a 

Langkawi Island



11

APR 2020

bene�t to our consumers, businesses, 

and also other parties. We are always 

interested in knowing and understanding 

any new technologies in terms of the 

setup and in terms of the contributions. 

Cham Yin Gee: It is also important to 

use the partnership to understand what 

sorts of use cases that 5G will potentially 

be able to create an opportunity on and 

to see di�erent verticals and industries 

that will bene�t from it. That is 

something we will be able to 

demonstrate through the 5G 

demonstration project. 

Can you share some of the 
achievements that you feel 
you have achieved with this 
5G partnership? 

Mohamad Kamal bin Noordin: As part 

of our exploration with 5G, we have 

gone on a long journey in terms of 

learning the 5G technical aspects, 

together with our partners in ZTE. We 

have achieved three major milestones. 

The �rst one is the 5G o�cial kicko�. We 

have come out with a showcase. 

The second one is coming up with 

the 5G OpenLab where we have put up 

a system in OpenLab that is available for 

others to come in and experience so 

that they can use and come up with 

new use cases. 

The last one is the latest one in 

November. 

Cham Yin Gee: We completed an o�cial 

launch at Langkawi Island. Basically, it is 

an extension of what we have done at 

Cyberjaya. That is to bring more 

marketable use cases into Langkawi 

Island. We highlighted what we can do 

with 5G. We demonstrated a couple of 

projects, one of which is 5G virtual 

tourism. We worked together with 

Malaysia Airports Holdings Bhd (MAHB), 

Lembaga Pembangunan Langkawi 

(LADA) as well as SkyCab to bring 

virtual tourism to another level 

through the low latency, high speed 

capability of 5G. On the other hand, we 

did another use case with the Ministry 

of Health at Hospital Sultanah Maliha. 

We connected the doctors as well as 

the patients in the ambulances to the 

specialists in the hospital to ensure 

that the innovations of technology can 

be brought into the hospital for them 

to shorten the time and save lives. 

Mohamad Kamal bin Noordin: For 

us in Digi, we always make sure that 

anything we do is able to contribute 

to society and make it much better 

for our consumers and businesses. 

We see 5G as the next step. The World 

Bank report says that an additional 

10 percent increase in �xed broadband 

penetration allows for a 1.38 percent 

increase in GDP. Moreover, for Malaysia, 

we think that the sectors that are 

contributing 58 percent of the GDP are 

able to grow with the 5G we have. 5G 

is going to enrich people’s lives and 

contribute more towards the industries 

and businesses as well. 

Why do you think that 
5G is important for the 
country’s progress? 

Mohamad Kamal bin Noordin: 

We see that 5G is going to be an 

economic driver for the country,

improving the quality of life, and 

improving the industry, SMEs, and 

the government sector. 

Cham Yin Gee: We also believe that 5G 

is a catalyst meeting the ambitions of 

Industry 4.0 because 5G promises a high 

speed, reliable and secure connection 

that will meet the demands of the 

industry revolution. 
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ZTE Chief Technology O�cer

Wang Xiyu

5G: Striving 
for Sustainable 
Growth amid 
Expectations

n 2019, more than 50 operators across the globe announced their commercial launch of 5G, with 

over 200,000 new 5G Sub-6GHz base stations deployed. However, 5G commercialization still remains 

in the initial stage of infrastructure development, as indicated by large-scale construction only in 

China, South Korea, the United States, and a few other countries in Europe and the Middle East. It is 

estimated that China will build more than 500,000 5G base stations in 2020, which will accelerate global 5G 

deployment. Currently, 5G rollout has faced a number of challenges, which includes stricter requirements for 

base stations density, lower power consumption, and pro�table business models. In addition, operators are 

seeking return on investment (RoI) from di�erent vertical industries and a collaborative ecosystem for 

empowering all industries through 5G innovations. 

I

A decade ago, 4G witnessed its worldwide 

prosperity despite uncertainties. Technological 

development in combination with innovative 

practices facilitated the commercial 

deployment of 4G, enabling the mobile 

internet to expedite social transformation. 

Technological Development is 
Promoting Large-Scale 5G 
Commercialization 

Although the per-bit power consumption 

of 5G has dramatically decreased compared 

with that of 4G, the power e�ciency still 

remains a key issue as 5G networks are 

expected to accelerate data processing rate 

by dozens of times. Chipsets are determinant 

to the performance, integration, power 

consumption, and other key parameters of 

products; therefore the foundry process of 

chipsets is crucial for product evolution. 

In the past, the foundry process of the 

28 nm chipset available for both system 

equipment and mobile devices impelled 4G 

commercialization. Today, the 7 nm chipset is 

bound to drive 5G commercialization. With its 

self-developed 7 nm baseband chips and DIF 

chips, ZTE has made remarkable progress, 

including a 40% improvement in integration, 

a over 20% increase in end-to-end RF output 
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systems are still under development. 

Therefore, vendors with end-to-end 5G 

capabilities become industry leaders in 

implementing uni�ed commissioning 

and making better use of spectrum 

bands. In February 2019, ZTE released 

the Axon 10 Pro 5G, China’s �rst 5G 

smartphone in commercial use. By the 

end of 2019, the shipments of 5G 

smartphones to global customers had 

reached 5 million, accounting for 0.15% 

of the total smartphone shipments in 

the world. In the �rst quarter of 2020, 

ZTE intends to release a series of next-

generation multimode multi-frequency 

5G smartphones like the Axon 11. By the 

end of 2020, the lowest price of ZTE’s 5G 

smartphones is anticipated to be USD 

300, and the price of SA modules for 

vertical industries is also expected to 

decrease rapidly. With the wider 

coverage of 5G networks, global 

operators predict that by the end of 

2020, the 5G user equipment around 

the world will reach 160 million.

5G Commercialization Practices are 
Impelling Digital Transformation 

ZTE is collaborating with vertical 

industry partners to maximize the value 

of each application. ZTE has explored 

the deep integration of 5G and vertical 

industries with Sany Heavy Industry, 

Xinhua News Agency, Tianjin Port, and 

Suning, jointly promoting the digital 

transformation of the industries.

Practices and explorations of 5G in 

vertical industries indicate that the 

combination of real and virtual scenarios 

is vital requirements raised by industries. 

In many 5G applications, video services 

are considered essential for digital 

transformation. Although 4G can support 

the transmission of text, data, pictures, 

and small videos, 5G ensures the reliable  

power, and a 30% decrease in both 

power consumption and product weight. 

In 2020, these chipsets will be extensively 

used in 5G networks. In the next few years, 

continuous development of technologies, 

power consumption and product weight 

will continue to reduce. Therefore, the 

industry-leading development of 7 nm/5 nm 

chipsets will consolidate the leadership of 

mainstream vendors’ 5G products. 

Coverage issue that brought by 5G 

higher spectrum band can be mitigated by 

using new technologies, such as Massive 

MIMO. Therefore, the 5G base station 

density in urban areas is similar to that of 

4G base stations. 

Multi-vendor integration is still the 

biggest challenge for 5GC commercialization. 

Currently, the cloud-native architecture 

(CNA) and service based architecture (SBA) 

have already achieved software-hardware 

decoupling and have been put into 

commercial use. Network slicing can achieve 

automatic cross-deployment in the RAN, 

transport network, and core network built by 

one vendor. Operators are now looking into 

exploring multi-vendor integration to 

improve management domain standards 

facilitating automatic end-to-end 

deployment. The typical services that 

emerge in the 5GC commercialization, 

including 5G VoNR and SMS services, billing 

service, inter-RAT handover, and user data 

migration without change of SIM cards or 

numbers, have passed interoperability 

testing (IOT) and proven their capabilities 

to support eMBB scenarios. The standards 

for the vertical industry-oriented services, 

such as high-precision 5G positioning, 

ESTUN, NPN, TSN, and 5G LAN, are getting 

matured. ZTE has been a leading player in 

promoting 5GC commercialization based 

on mature 5GC products, �eld testing and 

network performance.

In the initial stage of 5G development, the 

standards for 5G user equipment and 5G 
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transmission of control signals and video 

services that feature interaction, real time, 

and deterministic latency. By promoting 

digitization in societies and putting digital 

control systems into applications, 5G can 

accelerate digital transformation. 

In the 2G era, operators concentrated on 

the construction of network infrastructure, 

to enjoy bene�ts exclusively, reaching their 

golden age when voice services predominated. 

In 3G and 4G eras, the weak correlation 

between contents and networks enabled OTT 

service providers to share bene�ts derived 

from the existing networks. Therefore, those 

who stayed forefront in the mobile internet 

and cloud computing became the industry 

giants. In the 5G era, the requirements for 

large bandwidth, high interaction, and 

deterministic latency make services more 

reliant on networks that enable contents, 

computing, and storage services. While 4G is 

a catalyst for the booming cloud computing, 

5G will be the driving force for distributed, 

real-time and synchronized video services in 

the cloud computing era. Telecom operators 

would share bene�ts originating from the 

digital economy on the basis of 

their superior network resources and 

capability advantages. 

Partnering with leading enterprises in 

di�erent industries, ZTE is dedicated to 

boosting the development of vertical 

industries through 5G and empowering all 

partners to enable core capabilities, such as 

cloud XR, AI, intelligent interconnection, 

high-precision positioning, and security 

capabilities for industrial applications. 

Application of Essential Software is 
Advancing the Establishment of a 
Multi-Vendor Ecosystem 

Unlike that in the traditional consumer 

�eld, the digital transformation in vertical 

industries requires a more mature ecosystem 

and a dramatic uplift in reliability from 99.9% 

to 99.999% and even higher. Essential 

software, such as operating systems and 

databases, is fundamental to the best use 

of both hardware and appIications. 

ZTE’s NewStart operating system has 

been adopted in the key �elds of telecom, 

high-speed rail, power, automotive and 

industrial automation. With more than 

200 million sets shipped to global customers, 

the NewStart operating system has become 

a fundamental technology that ensures 

reliable social evolution. 

In view of the increasing amount of 

data to be processed and the increasing 

business transactions in the 5G era, 

traditional network architecture with 

dedicated servers and centralized 

databases cannot support long-term 

service development with its currently 

limited system performance, scalability, 

and �exibility. The application of 

distributed databases, given their better 

performance and higher reliability, ensures 

rapid implementation of new technologies 

in the ecosystem, and removes the risks of 

shrinking ecosystem, the di�culties in 

talent cultivation, and the high costs 

brought by dedicated servers. GoldenDB, 

ZTE’s distributed database, has been 

applied by major banks in their credit card 

systems to meet the stringent business 

requirements. Assisting customers in 

smoothly processing the spiking tra�c in the 

Double 11 (11 Nov) and Double 12 (12 Dec) 

Shopping Festivals, the database sets an 

example for other innovative database 

applications in diverse industries. 

ZTE is committed to facilitating the 5G 

commercialization and the development of 

information superhighway, advancing digital 

transformation by empowering vertical 

industries through 5G. By promoting its 

widely-used and mature NewStart operating 

system and GoldenDB database, the 

company is committed to striving for the 

prosperity of the ecosystem.
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ince the appearance of the �rst computer 

in 1946, information technology has been 

upgraded in a rapid, iterative fashion. In 

the past 10 years, 4G network and cloud 

computing were developed. 5G will deliver high-quality 

services such as eMBB, URLLC and mMTC. Meanwhile, 

5G faces the following new challenges:

In the eMBB scenario, the 4K/8K content brings great 

pressure to transmission/bearer network.

In the mMTC scenario, the massive data generated by 

massive connections leads to the requirement for 

distributed computing power.

In the URLLC scenario, the real-time computing power 

of the cloud is insu�cient to meet the ultra-low 

latency service requirement down to milliseconds.

Digitalization and AI (e.g. image recognition, machine 

decision-making, and AR/VR) create the need for 

more and more computing power, resulting in 

increased terminal costs.      

For the sake of data security and privacy, some 

industrial applications require local data processing 

and storage.

To cope with the above challenges, the industry has 

focused its attention on MEC. MEC brings computing 

power to the edge of the telecom network to localize 

services, which e�ectively reduces service latency, 

bandwidth overhead, and terminal costs, improving 

service experience and data security, and providing 

e�ective support for new human-centered services and 

object-centered internet of everything (IoE) applications.

The Rise of MEC in 4G Era  

MEC is not a new product of 5G. In the 4G era, 

many mainstream operators launched MEC pilots to 

explore its technologies and business models. The 

MEC pilot projects added computing, storage, and 

processing capabilities at the edge of a mobile 

network to carry di�erent industrial applications, 

such as CDN, video surveillance, and face recognition. 

These attempts have laid a foundation for the 

vigorous development of MEC in the 5G era. 

However, the MEC solution in the 4G era had 

some technical weaknesses:

The MEC standards were not complete. The 

MEC reference architecture, application lifecycle 

management and O&M framework were de�ned 

by ETS in the 4G era, but there was a lack of 

multi-access edge computing system, support 

for network slicing, interface speci�cations and 

orchestration & management.

Since the 4G core network doesn’t apply control 

and user plane separation, the edge-side o�oad 

and interconnection solution is complicated. The 

tra�c o�oad solution at the wireless side is 

lacking in terms of supervision, security and 

charging, making it di�cult to be commercialized.  

MEC: 
Past, Present 
and Future

S



In addition, the ecosystem of the MEC applications 

is not complete and enterprise users’ enthusiasm in 

participation is rather low; therefore, MEC has not 

been widely used in the 4G era. 

MEC: Best Partner of 5G

Compared with 4G, 5G increases connection density 

and tra�c density by dozens or even hundreds of 

times, reduces the latency to several milliseconds, and 

greatly improves network quality. This allows upgrades of

existing 4G services, improvement of digital experiences 

and introduction of new services. ETSI de�nes seven 

MEC application scenarios, including intelligent video 

acceleration, video stream analysis, augmented reality 

(AR), assistance for intensive computation, enterprise, 

connected vehicles, and IoT gateway. In addition, it 

de�nes in details the MEC reference architecture (Fig. 1), 

end-to-end edge application mobility, network slicing 

support, lawful interception, container-based 

application deployment, V2X , Wi-Fi and �xed 

network capability exposure, better supporting the 

implementation of MEC at the standard level.

From the perspective of major MEC application 

scenarios, the major issues to be solved are connection 

and local tra�c breakout, network QoS guarantee, 

computing power supply, capability exposure and 

sharing, and rapid application deployment. Therefore, 

the key to MEC is to build �exible networks, various 

clouds, and abundant capabilities, and, on this basis, 

create an application ecosystem to provide services 

for customers.

Flexible network: Full connection, edge o�oad and 

quality assurance

MEC supports various network connections, 

including 4G, 5G, Wi-Fi, �xed network and NB-IoT, 

meeting the access requirements of various terminals. 

It allows tra�c breakout at the edge, implements 

tra�c localization, reduces the pressure on the 

bearer/transmission network, solves enterprises’ 

networking problems and eliminates their concerns 

about data security. 5G network supports �exible 

deployment of UPFs in di�erent locations and 

provides multiple o�oading policies. Network quality 

assurance is provided on demand, and the service 

quality requirements in terms of bandwidth and 

latency are guaranteed through the QoS and/or 

network slicing mechanism. 

Diverse clouds: Support for diversi�ed hardware, 

on-demand provision of various capabilities, and 

rapid application deployment

MEC supports various computing resources and 

acceleration hardware (smart NIC, GPU, and FPGA). It 

provides computing power as required. MEC provides 

bare-metal servers, VMs and containers as well as various 

acceleration resources to accelerate networks, 

image/video analysis, and encryption and decryption. 

Based on the characteristics of edge equipment rooms, 

MEC uses a lightweight deployment solution, and 

supports one-click provisioning and unattended O&M.  

Rich capabilities: Exposed network capabilities 

and simpli�ed application development

By exposing network information and capabilities, such 

as TCPO, radio network information service (RNIS), QoS 

capability, bandwidth capability, and location capability, 

MEC allows services to be aware of the network so as to 

enhance service experience. General IT services are 

abstracted for application developers to simplify and 

accelerate application development, such as video 

recognition, low-latency video, IoT device management, 

video optimization, and app registration management.

Building an application ecosystem to meet the needs of 

individual users and industry users

5G will rede�ne a wide variety of industries. Di�erent 

industries face di�erent problems in the informatization 

and intelligentization process. Operators and equipment 

vendors need to work with industry partners to provide 

solutions based on di�erentiated requirements. While 

operators and vendors focus on networks and clouds, 

industry partners can focus on applications. 

Future of MEC: Ubiquitous Network and 
Computing

With the expansion of the ecosystem of network edge, 

more technical and service innovations will occur around 

edge network.

Cloud-edge coordination: Balance between cost 

and performance

The computing power of MEC has obviously higher  

costs than that of a centralized cloud. The latency-

insensitive services can be processed by the centralized 

cloud, such as massive data analysis and AI training. AI 

reasoning and policy execution can be delivered to MEC. 

Through coordination of edge and cloud, the services 

can achieve a balance between performance and cost.
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Fig. 1. ESTI MEC
architecture. 

Edge-edge coordination: Support service continuity 

and trigger network edge recon�guration

Take V2X as an example. When a car moves, 

network/MEC switching will be triggered at the edge of 

the network/MEC coverage. To ensure the continuity of 

services, edge-edge coordination is required. MECs need 

to be connected through edge networks, thus triggering 

edge network recon�guration. Edge-edge coordination 

includes four layers: network-network coordination, 

network-cloud coordination, cloud-cloud coordination, 

and application coordination.

Computing-aware network: The network is aware of 

computing resources and capability to implement 

routing based on computing and network QoS

The distributed computing power can be connected 

through intelligent networks so that the network can be 

aware of the computing power. The computing power 

can be allocated according to the service requirements 

in terms of network quality, computing power capability, 

and service priorities through intelligent routes to 

maximize the use of computing power. 

Blockchain in MEC: Authenticate edge nodes

Edge-edge interconnection enables the network to 

convert from a center-edge star structure to a 

multilateral interconnected structure. Blockchain 

technology, with features such as decentralization, 

consensus mechanism, and peer-to-peer 

interconnection, perfectly matches with the edge-edge 

interconnection model. The blockchain technology can 

be used in edge node authentication and authorization 

to improve service and system security.

Grid computing: Distributed computing of huge tasks

When scattered computing nodes are connected into 

a network of high computing power, they evolve into 

a computing grid capable of performing large/huge 

computing tasks. By splitting applications into several 

independent computing units, the network can assign 

them to di�erent edge nodes and initiate distributed 

operations at the same time. 

Function as a Service: Abstract general computing 

requirements to enable coexistence of computing 

and connection

Function as a Service is an event-driven, fully-

managed serverless computing service. Common 

computing power requirements are abstracted and 

then encapsulated into abundant function sets for 

service invocation while the service focuses only on its 

own logic. Function computing provides elastic, highly 

available, expandable, and fast response calculation 

capabilities for the service, so that any application or 

service can be quickly built.

Conclusion 

When viewing the IT development history, from 

mainframe computer to PC, computing power has 

evolved from a centralized to a distributed mode. 

From PC to cloud computing, computing power has 

evolved from a distributed to an on-demand mode. 

From cloud computing to edge computing, it has 

become more localized to enhance service quality. 

With the further development of the above new 

technologies, ubiquitous network and ubiquitous 

computing will eventually be realized through more 

intelligent network connections and more abundant 

computing power. 
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s mobile internet and IoT develop 

rapidly, there are needs for diverse 

5G services. 3GPP has de�ned three 

major 5G scenarios: enhanced mobile 

broadband (eMBB), ultra reliable low latency 

communications (uRLLC), and massive machine-

type communications (mMTC). The eMBB scenario 

provides high-tra�c mobile broadband services, 

such as high-speed download, HD video and 

VR/AR, with peak rates exceeding 10 Gbps and 

the bandwidth up to dozens of Gbps, which will 

put great pressure on wireless backhaul networks. 

Therefore, it is necessary to deploy services to the 

network edge as much as possible for local 

o�oad. The URLLC scenario provides ultra reliable 

and low latency communication services, such as 

automatic driving, industrial control and 

telemedicine, requiring an end-to-end high 

reliability of up to 99.999% and an end-to-end 

ultra-low latency of less than 1 ms to meet the 

higher requirements of the digital industry. In this 

case, services need to be moved to the network 

edge to reduce the latency caused by network 

transmission and multi-level service forwarding.

Traditional large-scale centralized telecom cloud 

cannot meet the requirements of 5G eMBB and 

A URLLC scenarios. Multi-access edge computing 

(MEC) thus comes into being. As a key 

technology of 5G evolution, MEC provides cloud 

computing and IT service environments for 

edge applications at the network edge closer 

to customers. MEC features ultra-low latency, 

ultra-large bandwidth, and local real-time 

analysis and processing. On the one hand, 

MEC is deployed at the network edge, and edge 

services operate on terminals, resulting in faster 

feedback for addressing the latency issue. On 

the other hand, MEC allows contents and 

computing capability to be given at the edge 

and provides intelligent tra�c scheduling, local 

o�oad and local content cache, so that some 

regional services can be terminated locally. 

This not only improves user experience but 

also reduces the occupation of backbone 

transmission and upper-layer core network 

resources. Therefore, MEC will be the best choice 

for 5G edge cloud deployment in the 5G era.

Location to Deploy MEC 

MEC does not restrict its network deployment 

mode. It can be �exibly deployed in accordance 
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with speci�c service scenarios and latency 

requirements. MEC resources can be deployed in 

access o�ce (AO), central o�ce (CO), and regional 

o�ce (RO), as shown in Fig. 1.

By deploying a MEC platform at the edge, cloud 

computing is extended from the center to the 

edge, so that services can be rapidly processed and 

forwarded as close as possible to meet the need of 

diverse 5G application scenarios.

Way to Deploy MEC 

Due to the limited environment (space, heat 

dissipation, and load bearing) of the edge site o�ce 

and deployment costs, the hardware infrastructure 

of MEC usually uses universal servers based on x86 

processors. These servers feature small size, low 

power consumption and high computing density, 

so they are suitable for deployment in edge o�ces 

that have lower environmental requirements.

MEC based on a speci�c cloud platform such 

as OpenStack provides a uni�ed virtualized software 

environment and resource management for 

upper-layer MEC applications. The MEC applications 

are �exibly deployed as virtual machines on the 

edge cloud platform to meet the needs of di�erent 

scenarios. For example, the applications strongly 

related to tra�c forwarding are usually deployed on 

the edge DC, including vCPE, OLT-U, DU, BNG-U, 

UPF/GW-U and MEP, to meet the service 

requirements of high bandwidth and low latency.

ZTE MEC Deployment Solution

ZTE has proposed a complete solution for 

deploying 5G-oriented MEC to meet the needs 

of multi-service scenarios in the 5G era.

Deploying a Lightweight Edge Cloud Platform 

As restricted by the environment of the edge 

site o�ce, the deployment scale of MEC is 

usually small. The number of servers deployed 

on a single site is small, and the available 

hardware resources are limited. However, 

installing infrastructure platforms such as 

OpenStack and management modules may 

occupy a lot of resources, resulting in a waste 

of resources in the edge cloud. It is therefore 

necessary to downsize the MEC to achieve 

lightweight deployment, reduce the resources 

occupied by the platform and management part, 

and improve the resource utilization of the edge 

cloud. The downsizing measure involves:

Tailoring OpenStack to retain only necessary 

components, remove redundant components, 

and reduce the occupation of computing and 

storage resources on the edge cloud.

Adopting the dual-core (VM + container) 

solution for lightweight deployment of 

upper-layer applications. This facilitates fast 

deployment and upgrade.

Combining thin OpenStack with the 

computing nodes on the edge cloud, so 

that physical resources are not exclusively 

occupied and the occupation of the control 

part can be reduced.

In the ZTE lightweight MEC deployment 

solution (Fig. 2), lightweight Openstack is 

deployed to reduce the number of components 

by 60%, necessary con�guration resources by 

75% and management resources by 10%. This 

not only greatly reduces resource requirements 

of MEC, but also signi�cantly improves its 

Fig. 1. Location to 
deploy MEC.
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management e�ciency. 

To improve the adaptability and resource density 

of MEC deployment, ZTE and Intel jointly launched 

a dedicated open edge platform (OEP600) that 

adopts a small all-in-one machine with the chassis 

depth of only 450 mm. Its CPU uses latest Intel’s 

Xeon scalable processor to provide higher 

computing performance for edge computing. 

OEP600 supports wide temperature operation, 

strong heat dissipation, and easy maintenance, 

meets the requirements of multiple MEC 

deployment environments, and achieves the best 

match between performance and cost. At the MEC 

Technology and Industry Development Summit 

2019, ZTE won the MEC Technology Innovation 

Award 2018–2019 for its edge computing hardware 

platform OEP600, fully demonstrating ZTE’s 

innovation capability and leadership in the �eld of 

edge computing.

Deploying a Uni�ed MEC Management Platform 

Edge clouds are usually small in scale, large in 

number and dispersed in location, which brings 

great complexity to their planning, deployment, 

operation and maintenance (O&M). It is therefore 

necessary to deploy a uni�ed MEC management 

platform on the upper-level convergence sites to 

manage lower-level edge sites in a uni�ed manner 

(Fig. 2). Only computing nodes and storage nodes 

are deployed on each edge cloud to reduce 

resource usage of the management module.

The uni�ed management of MEC is implemented 

in two aspects: resource management and 

O&M management. 

Uni�ed resource management: The MEC 

management platform manages and allocates 

resource pools (computing, storage, and 

networks) on all edge nodes in a uni�ed manner. 

It provides a uni�ed interface to centrally monitor 

the topology, alarm, performance, capacity, and 

other information of physical resources on each 

edge node, and also provides fault location 

means such as log and alarm analysis for 

infrastructure administrators. NFVO, which is only 

deployed on the upper-layer convergence nodes, 

directly interconnects with the uni�ed MEC 

management platform to avoid interconnection 

with the resource pools of all edge nodes and to 

uniformly orchestrate and deploy virtual machines 

(VMs) and containers deployed on all edge nodes.

Uni�ed O&M management: The MEC 

management platform provides uni�ed O&M 

management for VIMs in each edge cloud, 

including site management, user/tenant 

management, feature con�guration, image 

distribution, centralized backup, upgrade/patch 

management, inspection, and API distribution. It 

provides uni�ed FCAPS management, uni�ed 

alarm, con�guration, and performance statistics. It 

also provides smart and simple automation tools 

for fast installation and upgrade, fast inspection, 

Fig. 2. Lightweight 
MEC deployment 
solution.

Edge site1

Lightweight OpenStack

Edge site2

Lightweight OpenStack

Edge siteN

K8S

Convergence site

OpenStack/K8S

…

Uni�ed MEC 
management platform

NFVO

Host HostHost

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

Host HostHost Host HostHost

Host HostHost



21

APR 2020

fast fault analysis and location, and log analysis to 

improve O&M e�ciency.

Deploying 5G UPF to the Edge for Local O�oad

To meet the requirements for big bandwidth and 

low latency in 5G application scenarios, MEC will be 

deeply integrated with 5G network architecture 

during deployment, and its service distribution, 

policy control, and QoS guarantee will be 

implemented through standard 5G network 

functions. Based on the C/U separation architecture 

of a 5G core network, user plane function (UPF) 

needs to be deployed at the network edge to 

reduce transmission latency and implement local 

o�oad of data tra�c. The control plane’s functional 

network elements such as SMF are deployed in the 

central DC for uni�ed control of UPFs deployed in 

MEC as well as uni�ed con�guration and distribution 

of o�oad policies.

Deploying 5G UPF to the edge for local o�oad is 

shown in Fig. 3. The local MEC informs the policy 

control function (PCF) of the UPF o�oad rules. PCF 

con�gures the o�oad policy to the session 

management function (SMF) for centralized 

scheduling of all tra�c. The local UPF can be 

selected through the local area data network 

(LADN), uplink classi�er (UL-CL), and multi-homing 

for tra�c o�oad. The local UPF can also send 

non-local tra�c to the central UPF for processing. 

This prevents all tra�c from bypassing the central 

network, reduces transmission pressure and network 

construction costs of the backbone network, and 

improves transport e�ciency and user experience.

Providing Hardware Acceleration for MEC 

MEC hardware generally uses X86 universal 

servers, but the X86 universal servers have low 

performance in processing speci�c service 

requirements, resulting in low performance-

to-price ratio and failure to meet commercial 

deployment requirements in 5G scenarios. 

Di�erent hardware and software acceleration 

solutions need to be used for di�erent services: 

Computing intensive services such as 5G 

CU PDCP air interface encryption/decryption 

and MEC location algorithm that consume 

a lot of CPU resources need special 

hardware acceleration.

Tra�c forwarding services such as 5G 

UPF/GW-U, MEC local o�oad, CDN and 

BRAS-U that have high requirements for 

network forwarding capability need software 

and hardware acceleration for data forwarding.

Video-related services such as AR/VR and video 

live broadcast need hardware acceleration for 

video rendering and transcoding.

Training and reasoning operations involved in 

the AI �eld need the introduction of GPU for 

hardware acceleration.

ZTE hardware acceleration solution supports 

FPGA-based GTP acceleration, GPU-based 

video/audio acceleration, and QAT encryption/

decryption acceleration. Especially for 5G UPF, 

hardware acceleration through a smart NIC is 

used to o�oad most tra�c from CPU to the smart 

NIC for higher forwarding performance. At the 
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MWC Mobile World Congress held in Shanghai in 

June 2019, ZTE successfully demonstrated its 5G 

UPF solution based on the edge hardware 

acceleration platform. Compared with the virtual 

UPF without acceleration, the solution reduces 

forwarding latency by 90%, increases throughput 

by 200%, and reduces power consumption by 55%, 

which better meets special requirements for 

forwarding capabilities of edge data centers in 

5G URLLC and eMBB scenarios.

Opening 5G Network Service Capabilities 

Service capability exposure is another feature of 

MEC applications. MEC deployed at the network 

edge can perceive and collect wireless network 

information in real time, and expose it to third-party 

applications, which can optimize service 

applications, enhance user experience, and achieve 

in-depth integration of the network and services.

The MEC capability exposure architecture is 

shown in Fig. 4. An ME platform (MEP) is 

introduced in the MEC architecture to expose 

capabilities of 5G network. Through the 

southbound interface, MEP obtains information 

about the lower-layer network such as UE real-time 

location, radio link quality and roaming status, 

packages the information into di�erent service 

capabilities, such as LBS capability, radio network 

information service (RNIS) capability, QoS capability 

and bandwidth capability, and then exposes them 

to the upper-layer third-party applications via the 

uni�ed northbound API interface. In this way, more 

value-added services are provided, and QoS can be 

improved. MEP can also feed back the perceived 

information about upper-layer application services, 

such as service duration, service period, and 

mobility mode, to the lower-layer network. By 

analyzing the information, the lower-layer network 

can further optimize its UE resource allocation (such 

as allocating appropriate bandwidth resources to VIP 

users) and session management.

Relying on the MEC platform, ZTE MEC 

capability exposure architecture opens network 

capabilities to third-party applications, provides 

di�erentiated user experience, taps network value, 

and increases value-added incomes for operators. 

The research and standardization of open interfaces 

also helps to accelerate the development and 

launch of innovative service applications and to 

build a good MEC industrial ecological chain.

Conclusion

ZTE 5G-oriented MEC solution integrates multiple 

software and hardware technologies such as 

platform design, virtualization, hardware acceleration 

and MEP with 5G network architecture to provide a 

lightweight MEC with uni�ed management, high 

performance, �exible exposure. Applications, services 

and contents can be localized and deployed in a 

close and distributed manner, which to some extent 

meets the special service needs in 5G scenarios such 

as eMBB, uRLLC and mMTC, and enhances user 

experience. ZTE hopes to work with more industry 

partners to explore the cooperation model of edge 

cloud, build a 5G-oriented MEC ecosystem, 

completely promote the commercial use of MEC, 

and jointly promote the booming growth of 5G 

edge services.

Fig. 4. MEC capability 
exposure architecture.
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Why 5G Needs MEC

ince the emergence of the �rst 

computer in 1946, information 

technology has been rapidly 

upgraded and developed to the stage of 

4G network and cloud computing, greatly changing 

human life. The 5G network era is coming, which 

will provide high-quality services such as eMBB, 

uRLLC and mMTC, but it also faces new challenges. 

Demands for digital and intelligent computing 

raise terminal costs: To support image 

recognition, machine decision-making and 

AR/VR, the demands for computing increase 

rapidly, and terminal costs increase as well. 

High bandwidth of 5G terminals leads to 

congestion of backbone network: 5G terminals 

support high bandwidth and can transmit 4K/8K 

high tra�c. In the process of converging data 

from the base station to the data center, the 

backbone transmission network becomes more 

and more congested, which eventually a�ects 

the end-to-end transmission quality. 

Insu�cient real-timeliness in�uences QoS: The 

computing power at the cloud cannot meet the 

requirements for ultra-low latency services. For 

example, in the case of a driverless car, the 

response time of a car needs to be accurate to 

milliseconds. Once there is a delay, it may lead 

to serious consequences involving personal and 

property safety. 

Data security and privacy: Some industrial 

applications have strong data con�dentiality. 

For example, airport data involving con�dential 

information such as air tra�c control want to 

be stored and processed locally.

In response to the above-mentioned challenges, 

multi-access edge computing (MEC) that takes into 

account both cost and performance has become a 

computing bottomland in the digital and intelligent 

era. The MEC solution at the edge (Fig. 1) can 

e�ectively reduce terminal costs, transmission 

bandwidth usage and service latency, and improve 

data security. 

MEC Enables 5G Services 

MEC, an important technology in the 5G era, 

provides the “communication connection + 

computing” capability, and extends cloud computing 

from the center to the edge. It enhances cloud 

computing capability and expands the application 

scope of cloud computing. 

MEC converges computing resources and services 

at the edge nodes, providing users with ultra-low 

MEC Accelerates 5G 
Service Innovation

Chief Engineer of Core 
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Chen Yunbin

Marketing Director of 
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latency in service perception and controllable 

network transmission costs. It also supports new 

man-centered services and thing-centered internet 

of everything (IoE) applications. 

V2X

Edge computing is an enabling technology for 

reducing latency in a 5G network. The 5G network 

requires a latency of 20 ms for remote vehicle to 

everything (V2X) inspection and control in the 

uRLLC scenario, and a latency of 5 ms for automatic 

driving. Through the local computing of 5G network 

and the MEC platform, auxiliary driving information 

(such as alarms) is sent to the on board unit (OBU) 

in case of emergency. Compared with the existing 

network latency, the vehicle-to-vehicle latency can 

be reduced to less than 20 ms, greatly reducing the 

response time of vehicle owners. This is of great 

practical signi�cance to saving lives and reducing 

property losses. In addition, the MEC platform can 

be used for route optimization analysis, driving and 

parking guidance, safety information push, and 

regional vehicle service guidance.

Industrial Control

With the rapid development of mobile 

internet, industrial parks have increasingly high 

requirements for wireless communication. Most 

factories and industrial parks use WiFi for wireless 

access, but WiFi cannot guarantee security 

certi�cation, anti-interference, channel utilization, 

QoS, or service continuity, so it is di�cult to meet 

industrial requirements. As shown in Fig. 2, 5G 

network and the MEC platform can be combined 

to implement real-time analysis and local o�oad 

of machine and device-related production data in 

the industrial 4.0 era, realizing production 

automation and improving production e�ciency. 

Since there is no need to go through the 

traditional core network, the MEC platform can 

locally process and feed back the collected data 

in real time, which means to provide industry 

users with MEC-based wireless quasi-private 

networks that feature high reliability, high 

security, short latency, and high bandwidth. With 

the continuous development of services, MEC can 

provide industrial applications such as scheduling 

5G base station
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control of automated guided vehicle (AGV), 

industrial AR assisted inspection and assembly, 

real-time control of on-site devices, remote 

maintenance and control, and industrial HD 

image processing. 

Cloud Game

Cloud game rendering on the cloud can greatly 

reduce equipment costs for players. However, when 

the quality of network communication is poor, 

players will directly feel a high latency from 

instruction input to image update, which will greatly 

a�ect the game experience. With the advantages of 

5G network, such as low latency, high bandwidth, 

and anti-jitter, cloud games can be deployed to the 

edge. The MEC platform provides local o�oad and 

edge acceleration and rendering capabilities for 

cloud games, signi�cantly reducing latency and 

improving cloud game experience (Fig. 3). 

HD Video

HD/UHD video tra�c increases dramatically by 

three- to seven-fold, and a bottleneck occurs on 

the transmission link. Moreover, capacity expansion 

is di�cult and expensive. In densely-populated 

areas such as campuses, subways, high-speed 

railway stations, airports, and high-density 

residential buildings, CDNs are deployed on the 

network edge to achieve distributed deployment 

of contents, reduce the pressure on backhaul 

networks and improve user experience (Fig. 4). 

ZTE MEC Solution Focuses on “1+4” 
Scenarios

MEC can e�ectively reduce terminal costs, 

transmission bandwidth usage, and service 

latency, and improve service data security. 

These advantages need to �nd appropriate 

application scenarios to give full play to. ZTE 

has been concerned about the deployment 

of edge services in the industry application 

�eld from the very beginning, and has 

developed the “1+4” scenario model.

“1” refers to wireless services of operators 

such as high-precision indoor positioning, 

wireless network information service 

capability, wireless intelligent network 

optimization, O-RAN application, and 

video TCP acceleration service. 

“4” refers to four industrial application �elds, 

including big video, smart manufacturing, 

smart grid, and internet of vehicle (IoV). 

ZTE has been committed to providing 

assistance to operators in their digital 

transformation, helping them turn 

conventional mobile networks into 

intelligent networks and delivering more 

personalized services to di�erent types of 

consumers at the network edge. Currently, 

ZTE has worked closely with three major 

operators in China to run trials on smart 

business, smart campus, smart factory, 

VR/AR and automatic driving, and has 

accumulated rich experience in networking 

deployment and implementation. 

The business model of MEC is still being 

explored, but with the joint e�orts of the 

industry chain, not only a large number of 

cost-saving edge applications will emerge, 

but also massive open source services will be 

born, creating a win-win among equipment 

vendors, operators and service providers.
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gNB

Internet application platform

gNB
UPF

vCDN
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Tencent CP
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CDN service stream Non-local service stream Miss service stream

Fig. 4. MEC-based 
CDN deployment.
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Security Problems Faced by MEC

ulti-access edge computing 

(MEC) is one of the core 

technologies for diverse 5G 

services. It can �exibly o�oad 

tra�c through the user plane function (UPF) 

and push service capabilities and applications 

to the network edge to improve user 

experience. Compared with the 4G network, 

MEC has changed its physical location, service 

type, and network architecture, and therefore it 

faces new security challenges:

Physical security risks: MEC devices are 

deployed in a relatively insecure physical 

environment, their management and 

control capability is weakened, and the 

network is more vulnerable to threats such 

as unauthorized access and physical attacks 

on devices. 

Edge cloud security risks: Operators’ 

network functions and untrusted third party 

applications are deployed on the edge 

cloud, which further leads to many security 

problems such as blurred network boundary, 

data theft and tampering, and resource 

isolation. NF/APP version package security 

and image package can be infected by 

viruses and Trojans or maliciously tampered.

User-plane data security risks: The entire 

core network can be attacked through core 

network functions that are moved down to 

the MEC. Data tra�c may be illegally 

intercepted and fraudulently charged.

MEC platform security risks: Data 

transmission between the MEC platform 

and the management system, core network 

functions or third party applications may be 

intercepted or tampered. As MEC is 

deployed close to NR, the air interface 

communication between the user and NR is 

vulnerable to attacks like DoS. The MEC 

platform also has its own security risks such 

as sensitive data leakage. 

ME APP security risks: Malicious third 

parties can access the network to provide 

illegal services. Attackers can access ME APP 

illegally, resulting in sensitive data leakage. 

In the ME APP lifecycle management, 

there are risks of illegal creation, deletion 

and update. 

MEC orchestration and management risks: 

The introduction of new management 

systems and interfaces into the MEC 

architecture may cause the following 

security risks: unauthorized access to 

interfaces such as API, sensitive data 

leakage, illegal access, and malicious 

use of management NEs such as the 

MEC orchestration system. 

Building a Comprehensive 

Security System for MEC

Network Security 
Architect, ZTE

Yang Chunjian

M

5G MEC
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MEC Security Solution

The MEC environment inherits virtualized 

network security risks and introduces the 

security risks related to physical devices, 

network functions, MEC platform, and APP. 

Especially in the MEC framework, to achieve 

interoperability among all layers (CT 

capabilities and applications, IT applications, 

MEC platform, hardware, and edge cloud), 

MEC has to face more security risks.

In response to MEC security risks, ZTE 

has proposed a hierarchical MEC security 

framework that covers infrastructure 

networks, physical facility layer, virtual 

facility layer, MEC platform, UPF, APP 

lifecycle, and management security (Fig. 1). 

Physical Security

On the physical infrastructure, the security 

can be ensured through manual means such 

as locking, monitoring and regular inspection, 

and access control can be implemented for 

server input and output.

Disable local maintenance port of hardware 

server, such as local serial port, local 

debugging port, and USB interface, 

to prevent malicious attackers from 

accessing and damaging the server.

Use the IEEE802.1X protocol to 

authenticate the connected physical 

network devices to prevent them from 

being connected to illegal and insecure 

network devices; encrypt Ethernet frames 

on the link to prevent L2 interception on 

insecure physical networks. 

Edge Cloud Security

Data with high security requirements 

needs to be stored in an encrypted mode 

(such as user ID and access location). For 

industry high-value data, secure transmission 

modes including IPsec/TLS are used to 

prevent data from being leaked or tampered 

in transmission. Data operations such as 

data processing, analysis, and usage are 

authenticated and authorized, and operation 

logs are recorded. 

The security of Host OS, virtualization 

software and Guest OS is reinforced. Virtual 

networks are isolated by con�guring security 

groups, access control list (ACL), or deploying 

virtual �rewalls. Trusted computing is used to 

ensure that the physical server is trusted. 

Fig. 1. MEC 
security 
framework.
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The system monitors the operation of virtual 

resources in real time, detects malicious 

behaviors, and alerts and isolates them in time. 

MEC APP Security

MEC APP is monitored throughout its 

lifecycle, focusing on user access control, 

security reinforcement, DoS protection and 

sensitive data protection. While ensuring that 

MEC APP is legal, it is also necessary to ensure 

that users accessing APP are legal.

Identity security: Integrity protection and 

authentication are implemented during the 

registration, loading, and update.

Mirror security: Security vulnerability and 

virus scanning are implemented. Mirror �les 

are stored in a secure path and encrypted. 

Integrity check must be performed for 

mirror packages during the registration, 

loading and update.

Isolation: Strong isolation is implemented 

between virtual machines (VMs), which 

involves isolating networks and con�guring 

�rewalls, to prevent malicious APPs from 

attacking other APPs.

Resource restriction: QoS and SLA 

management is implemented for 

APP resources.

Security termination: All resources 

are thoroughly puri�ed. 

User-Plane Data Security

UPF integrates �rewall and security 

gateway capabilities to ensure the 

con�dentiality and integrity of external data 

streams, protect con�dentiality, integrity and 

anti-replay for relevant interactive interfaces, 

encrypt and store con�guration data and 

sensitive information (o�oad policy) of VNFs 

to prevent them from being tampered, and 

implement necessary security reinforcement 

and physical contact attack protection.

Networking Security

Di�erent security domains are divided 

according to VNF attributes such as 

administrative domain, core network domain, 

basic service domain (location service/CDN), 

and third party application domain (Fig. 2). 

Fig. 2. Schematic 
diagram of security 
domains.
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Isolation and access control are 

implemented by dividing di�erent 

VLAN/VALAN or deploying �rewalls. 

The system strengthens security 

protection for user-plane data. Regardless of 

whether N6 and N9 interfaces are deployed 

in cities, counties, or lower than those in 

counties and districts, media-plane bearers 

need to be isolated and protected through 

�rewalls to protect core network security. 

For internal signaling services at the N4/N5 

interfaces, it is recommended to deploy 

signaling VPN to carry internal IP private 

network. IPSEC protection is enabled for 

services at the N3 interface. 

Because MEC is connected to multiple 

external networks, intrusion detection 

technologies, abnormal tra�c analysis, and 

APT defense system can be deployed as 

needed to detect malicious software and 

attacks and prevent threats from 

spreading further. 

MEC Platform Security

Trusted computing technology is used 

for step-by-step veri�cation from system 

startup to upper-layer applications to build 

a trusted MEC platform. To ensure higher 

availability, a MEC resource pool is 

established to provide remote disaster 

recovery and backup capabilities to 

guarantee service continuity. 

Sensitive data of the platform such as 

user location data and wireless network 

data should be encrypted and stored, and 

unauthorized access is prohibited. The API of 

the platform is authenticated and authorized; 

the communication with other entities should 

be authenticated, and the security of the 

system should be strengthened.

MEC Management and Orchestration 

Security

The MEC orchestration and management 

system provides security protection 

involving system access security, account, 

API call, ME APP integrity check, and 

security capability exposure.

Authenticate, authorize and audit users to 

ensure that only authorized users can 

perform operations, and all operations 

are logged.

The management system provides uni�ed 

account management, uni�ed 

authentication management, and uni�ed 

network access management.

The API adopts OAUTH2.0 for 

authentication and authorization.

Verify the integrity of software package.

Consider security capability exposure for 

MEC applications with a higher security 

level to meet security requirements. 

General Security Management

Following the best security practice in the 

industry, ZTE uses the vulnerability scanning 

tool with the latest vulnerability database to 

regularly scan the MEC system, update the 

baseline for MEC security reinforcement in a 

timely manner, and push the con�guration 

baseline for implementation.

ZTE also pays attention to CVE 

vulnerability announcements and customer 

security requirements, responds to and 

handles security incidents, develops and 

veri�es security solutions, and releases 

them to customers. 

As 5G speeds up its commercial launch, 

MEC will be rapidly promoted and applied as 

an important service scenario. The security 

environment of speci�c MEC application 

scenarios should be deeply analyzed, and 

security protection and user data protection 

should be taken as the necessary conditions 

for secure MEC operation. ZTE is committed 

to MEC product security, providing global 

customers with more secure and trusted 

5G products and services. 



30

Special Topic

elecom operators are facing the challenges 

and opportunities of transforming from 

traditional networks to new networks such 

as SDN/NFV. With the promotion of 

virtualization technologies and the booming of edge 

computing, edge data center (DC) will become the 

core carrier of future telecom networks. Because 

telecom services have di�erent features and coverage 

ranges, a uni�ed DC can no longer meet the 

requirements. The services deployed in DC must be 

classi�ed into di�erent levels to meet cost and service 

needs. The SDN/NFV network based on distributed and 

multi-level DC architecture has gradually become a 

consensus of network evolution for major operators.

Edge DC Becomes the Focus of Operators

Services carried by an edge DC cover the local 

network layer, meet the needs of local service access, 

shorten the service response time, and focus on low 

latency and good user experience. By using local 

content and real-time data of edge nodes, network 

services and applications can be used and 

downloaded more quickly. This relieves the pressure 

on mobile core networks and allows users to have 

better network experience.

In the 5G era, a large number of services, especially 

third-party applications, will be deployed on the edge 

DC. The local edge DCs close to users will play an 

important role in improving the competitiveness of 

operators, and also will be their core advantages and 

important assets. Therefore building edge DCs has 

become a major concern of operators.

Features of Edge DC

Edge services are characterized by low latency, high 

bandwidth, and localization. Therefore, an edge DC 

that carries these services has the following features:

Diverse resources: In addition to telecom services, a 

large number of third-party applications are deployed 

on the edge DC. The diverse services require the 

edge DC to provide various resources, including 

virtual machines (VMs), containers, and bare metal, 

to meet the needs of various applications. 

High performance: Edge services are close 

to users. To ensure user experience, VMs and 

containers that carry edge services must have 

high throughput and low latency. 

Easy O&M: An edge DC is small in scale and large 

in quantity, and some sites even need to be 

unattended, so it is necessary to provide simple and 

convenient O&M methods to reduce the workload. 

Polymorphic hardware: Operators have a large 

number of local traditional communication 

equipment rooms. Considering the cost and reuse, 

they will deploy lots of edge DCs in the equipment 

rooms. These equipment rooms are far from standard 

DCs in key indicators such as area, load-bearing 

capacity, power supply capacity, and energy 

e�ciency, so they need reconstruction. Due to 

the poor conditions of some equipment rooms, 

it is di�cult to reconstruct them, so the use of 

general hardware has physical limitations. In 

this case, it is necessary to provide polymorphic 

hardware to deploy edge DCs. 

Edge DC Solution

ZTE has launched its edge DC solution to solve 

the above issues (Fig. 1). The OpenStack & Kubernetes 

dual-core solution provides diverse resources for 

services. SR-IOV, DPDK, hardware acceleration and 

real-time technologies are used to improve the 

Edge DC Promotes Network
Re-architectureand Telecom 
Transformation

T
Product Planning Engineer 
of ZTE Telecom Cloud & 
Core Network

Liu Yebo
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The uni�ed management platform 

greatly reduces O&M workload. The 

use of integrated hardware breaks 

the constraints of physical conditions 

and makes the deployment of edge 

DCs more convenient.

Dual-Core Driven Cloud Infrastructure

ZTE’s edge DC solution introduces dual cores: 

OpenStack and Kubernetes. Through the sharing of 

components and resources, the solution integrates 

installation, O&M, user management, security 

management and resource management to reduce 

management overhead while providing complete 

resources such as VMs, containers and bare metal for 

applications. This can meet diverse resource needs 

and provide a solid foundation for infrastructure to 

smoothly evolve to cloud native. 

Software/Hardware Based Acceleration

ZTE’s edge DC solution enables real-time operating 

system, real-time VMs and containers, and vSwitch 

based on DPDK to improve their real-time response 

and throughput. The solution also supports a complete 

hardware acceleration solution that can achieve higher 

utilization of server resources and meet the requirements 

of edge cloud. For example, ZTE has launched a smart 

NIC solution with low latency, high forwarding capability 

and high performance-to-cost ratio. In this solution, data 

plane functions of a large number of physical server 

CPUs, which are occupied by the software vSwitch, are 

uninstalled to the smart NIC hardware, and the CPU 

resources released after the uninstall can be used to 

deploy service applications. For acceleration hardware 

which is supplied by other vendors such as GPU and 

QAT, the solution provides a complete management 

and scheduling function to make services easy to use.

Dual-Level O&M Management System

The O&M management system uses a dual-level 

management system: centralized O&M and local 

O&M. It makes full use of the centralized O&M to 

perform remote operations, thus reducing maintenance 

workload and costs. It also provides local O&M to 

facilitate maintenance of the single site, improve its 

maintainability, and meet di�erent needs of customers.

TECS Director, ZTE’s multi-DC cloud management 

platform, aims at simplifying the management and 

operation of cloud DCs. By connecting with 

homogeneous or heterogeneous cloud environments 

deployed in di�erent DCs, TECS Director uni�es 

management, monitoring, and operation of resources. 

It can also uniformly perform date backup and 

recovery, version updates, and patch operations on 

all edge DCs in the area, which improves reliability 

while reducing construction costs.

ZTE’s edge DC solution provides lightweight local 

management including lightweight VIM (OpenStack & 

Kubernetes), lightweight SDN solution (OVN), and 

hyper-convergence of storage and computing to 

reduce the consumption of management resources 

and improve resource utilization. 

Integrated Hardware for Flexible Deployment

In some edge DCs, it is impossible to deploy 

general hardware due to space, power, air 

conditioning, and load-bearing factors. In this scenario, 

ZTE can o�er hardware devices that occupy small 

area and are highly integrated. They can match the 

conditions of existing equipment rooms and minimize 

the need for reconstruction. The integrated hardware 

devices balance the size, weight, power consumption, 

performance and scalability, match the constraints of the 

edge computing environment, and provide carrier-class 

reliability. Moreover, ZTE can provide software and 

hardware integrated edge devices for on-demand 

pre-installation, out-of-the-box, and one-stop delivery.  

ZTE’s edge DC solution can meet the deployment 

scenarios of various edge services and make the 

cloud better serve services. It also promotes network 

re-architecture and telecom transformation, helping 

operators embrace the new 5G era.  

Fig. 1. Architecture 
of edge DC solution.
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or a closed park or enterprise 

network, the MEC solution can 

be used to o�oad the internal

 network tra�c within a park or 

an enterprise to achieve local management 

and operation of the enterprise network, 

thus meeting the real-time, high-bandwidth, 

and high-security requirements for mobile 

o�ce, video monitoring, and on-site data 

collection inside the enterprise. 

How to deploy MEC NEs conveniently 

and quickly, and realize �exible and e�cient 

tra�c o�oading without impacting the 

existing network is a key issue to consider 

in MEC deployment. 

At present, there are two mainstream 

o�oading technologies for 4G: TOF+ and 

CUPS and three mainstream o�oading 

technologies for 5G: LADN solution, UL-CL 

solution and multi-homing solution. 

4G MEC O�oading Technology

TOF+ 

This solution has the least impact 

on the existing network. The SGW 

can be deployed with the MEC 

platform to implement local 

breakout (LBO) function through 

the SGW enhancement.

As shown in Fig. 1, the combination 

of SGW and LBO (enhanced SGW 

function) supports detecting IP address 

of uplink data packets, thus realizing 

data steering and local o�oading. 

The SGW provides the following 

functions: Identifying the IP address of 

the uplink data packets; diverting the 

tra�c that can be broken out locally; 

integrating the downlink data from LBO 

with the downlink data from the PGW; 

implementing the charging function as 

well as the lawful interception function 

for locally o�oaded tra�c. 

LBO functions include: O�oading 

the data forwarded by the SGW to a 

local data network; encapsulating the 

downlink data �ow received from the 

local network to the corresponding 

bearer, and transmitting the data to 

the SGW as GTP-U tunnel packets. 

F

ZTE’s Flexible and E�cient 

MEC O�oading Solution

Chief Engineer of ZTE CN 
Product Planning

Wang Gang

Chief Engineer of ZTE CN 
Product Planning

Chen Yunbin
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CUPS   

In the control and user plane 

separation (CUPS) solution, GW-C is 

deployed in the core equipment room, 

and GW-U is deployed in the edge 

equipment room. The GW-U has the 

tra�c o�oading function to realize 

MEC o�oading. 

In the CUPS solution (Fig. 2), NE 

functions and external service interfaces 

of the gateway (GW-C+GW-U) after a 

CP-UP split are not changed. Without 

transforming adjacent NEs (such as UE 

and RAN), they can be interconnected 

with each NE in the existing network. 

The GW-C is connected with the 

adjacent equipment through the uni�ed 

outgoing signaling interface to simplify 

network deployment. 

5G MEC O�oading Technology

Based on the C/U separation 

architecture of 5G core network, 

the UPF needs to be deployed at the 

network edge to reduce the transmission 

latency and perform local tra�c o�oad. 

Control plane NEs, such as SMF, are 

deployed in central DC in a centralized 

manner to control UPFs deployed in the 

MEC and con�gure tra�c steering rules 

in UPF (Fig. 3). 

A local MEC AF informs the PCF of 

the UPF tra�c steering rules via N5/N33 

interface. The PCF con�gures the tra�c 

steering rules in SMF, and the SMF 

performs centralized scheduling of all 

tra�c. It uses such solutions as local area 

data network (LADN), uplink classi�er 

(UL-CL) or multi-homing to support the 

(re) selection of a local UPF for local 

tra�c o�oad. All other tra�c is sent to 

a central UPF through the local UPF for 

processing. This avoids all tra�c to 

transverse the central network, reducing 

the pressure on backbone network 

transmission and network construction 

costs and improving on-net packet data 

bearing e�ciency and user experience. 
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LADN 

LADN is designed with respect to 

regional services or applications. When 

a user uses the application, the user 

accesses the application through LADN. 

When the user is not located within 

the LADN service area, the user cannot 

access the LADN. The access to a DN 

through the LADN PDU session is only 

valid in a speci�c LADN service area, 

de�ned as a set of tracking areas (TAs). 

LADN is a 5G session management 

mechanism in support of edge 

computing. When LADN is used for edge 

computing tra�c o�oad, the service areas 

of the LADN correspond to those of the 

single edge computing platform.  

UL-CL 

When the type of PDU session type is 

IPv4,  IPv6, IPv4v6 or Ethernet, the SMF may 

decide to insert an uplink classi�er (UL-CL) 

into the data path of a PDU session. The 

UPF supporting UL-CL functionality diverts 

some tra�c by matching the tra�c �lters 

provided by SMF. 

Fig. 2. CUPS 
solution.

Fig. 3. UPF 
O�oading.
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Multi-homing 

A single PDU session associated 

with multiple IPv6 pre�xes is the 

multi-homed PDU session. A multi-

homed PDU session provides access 

to the DN through multiple PDU 

session anchors. Di�erent user plane 

paths leading to di�erent PDU 

session anchors form branches at a 

“common” UPF. The public UPF is 

the UPF that supports a “branching 

point” functionality. The branching 

point forwards the uplink tra�c to 

di�erent PDU session anchors and 

aggregates the downlink tra�c 

towards the UE i.e. aggregating the 

tra�c from di�erent PDU session 

anchors to the UE. 

As shown in Table 1, 5G mobile 

communication technology naturally 

better supports the MEC in terms of 

architecture, UPF can be �exibly 

inserted into each node of the 

network, making the architecture 

more �exible and dynamic. The 

coordination of MEC and network 

slicing enables end-to-end SLAs for 

di�erent service scenarios or 

industrial customers, and realizes 

enterprise-customized virtual 

private networks. 

Conclusion 

ZTE’s �exible and e�cient MEC 

o�oading solution covering 4G 

and 5G o�oading technologies 

provides di�erent o�oading 

strategies for di�erent scenarios. It 

can provide virtual private network 

services that features high 

performance, high con�dentiality, 

low latency and low cost with no 

need for construction and 

maintenance, thus meeting the 

demands of “lightweight assets” in 

closed parks or enterprise parks. 

Together with other government 

and enterprise service products, 

ZTE provides a full range of 

services from �xed network to 

mobile network and from PC to 

mobile, improving satisfaction of 

industrial customers, their network 

availability, and service usage. 

Table 1. Comparison 
among three 5G 
o�oading technologies.

The UE has no awareness, 
and does not participate 
in insertion or removal of 
the UL-CL �ltering rules. 

Type Technical Features UE Support

LADN

UL-CL

Multi-homing

The UE has no awareness.
The LADN information (e.g. LADN service area, LADN DNN) 
is provided by the AMF to the UE during a registration 
procedure or UE con�guration update procedure.  

It classi�es �ows based on the destination IP address.
The SMF inserts or removes the UL-CL �ltering rules in the 
data path of a PDU session during or after PDF session.

IPv6 pre�x-based o�oading.
The SMF selects a BP and PDU session anchors 
according to such information as latency. 
Support for SSC mode 3 (make-before-break).

The UE must support 
IPv6 and is involved in 
a procedure for PDU 
session anchor change.
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s true 4K content is widely 

available, the tra�c of 8K and VR 

content will increase exponentially. 

The application and popularity of 5G 

technologies will certainly bring disruptive 

changes to the HD video industry. Services like live 

broadcast of sporting events, live news, and 

user-generated content (UGC) are characterized 

by timeliness and large amount of data, so it is 

quite appropriate to adopt the edge delivery 

architecture on a 5G network. ZTE’s 5G Live TV 

solution that integrates 5G and UHD live sports 

broadcast to enable diversity of content has 

become the focus of attention of major operators. 

Shanxi Mobile Delivers Innovative 
User Experience at NYG

Since the issuance of commercial 5G license in 

2019, China has o�cially entered the �rst year of 

5G. The Shanxi Branch of China Mobile (Shanxi 

Mobile) has been looking for new business 

opportunities to deliver high-quality services, 
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5G Live TV 
Creates a New Game-
Watching Experience
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ulti-access edge computing 

(MEC) is an edge cloud platform 

that provides a new network 

architecture based on the 

operator network. It uses the wireless access 

network to provide IT services and cloud 

computing functions necessary for telecom users 

nearby, thus creating a carrier-class service 

environment with high performance, low latency 

and high bandwidth and allowing consumers to 

enjoy high-quality service experience.

MEC can be described simply by the 

following equation: 

MEC = (Connection + Computing) × Capabilities

Connection: It solves the problem of multiple 

access. Users can access the same service 

deployed at the edge and have the same user 

experience no matter through 4G, 5G or even 

�xed network access.

Computing: It provides computing resources 

needed for edge deployment, including CPU 

general computing capabilities and 

heterogeneous accelerated computing 

capabilities provided by GPU and FPGA. More 

importantly, computing resources can be 

�exibly scheduled according to service needs.

Capabilities: It provides cloud computing 

resource capability, wireless network capability, 

and service-enabling capability, facilitating local 

computing and processing of edge applications.

“Connection + Computing” is the foundation

and a support platform for MEC, while network  

MEC Provides Wireless Network 
Capabilities to Explore Bigger 
Value of 5G Network

M capabilities can tap optimal business value and 

ensure di�erentiated and high value-added 

services. Therefore, MEC can be used not only 

as edge computing infrastructure, but also as a 

sharp tool for operators to increase the value 

of their core network assets.

MEC Capability Platform Framework

MEC deeply integrates traditional mobile 

cellular networks with internet services to reduce 

the end-to-end latency of service interaction and 

improve user experience by exploring inherent 

capabilities of wireless networks. MEC needs not 

only the support of communication network 

capability (CT capability) but also the support of 

cloud computing capability (IT capability), so it is 

the best choice for ICT convergence.

The basic MEC architecture can be divided 

into four layers (Fig. 1). The �rst layer is the 

infrastructure layer, including various types of 

servers such as computing servers (computing 

capability), storage servers (storage capability), 

and hardware acceleration cards, which meet 

the needs of AI reasoning, graph and image 

rendering, and high-speed network forwarding.

The second layer is the virtualization layer, 

which provides virtualization platform 

resources and management for upper-layer 

capability services and APPs, including VMs 

and containers, so that di�erent applications 

can share the same infrastructure.

The third layer is the network and service 

Chief Engineer of MEC 
Product Planning, ZTE

Li Yunhua
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enhance customer stickiness, and achieve growth 

in pro�ts.   

Shanxi Mobile and ZTE jointly achieved the �rst 

application of an innovative 5G Live TV solution at 

the 2nd National Youth Games of China (2nd NYG) 

in August 2019. Based on the 5G network and 

IPTV platform, the 5G Live TV solution provided a 

new experience for watching the opening 

ceremony, horse riding competition, and wrestling 

match for both on-site audience and o�-site IPTV 

users. After entering the stadium and 

downloading the relevant client APP developed 

by Shanxi Mobile and ZTE on their 5G mobile 

phones, the audience enjoyed an innovative 

game-watching experience in three distinctive 5G 

scenarios: multi-angle views, �exible zooming, and 

360-degree viewing, with the end-to-end live 

broadcast latency reduced to less than one 

second. The key technology of this solution is 

multi-access edge computing (MEC) that can call 

the edge capability to o�oad live videos locally to 

achieve ultra-low latency for switching between 

di�erent views on the 5G network.  

Shanxi Mobile not only provides rich 

game-watching experience for mobile phone 

users, but also allows IPTV users to access the 

real-time multi-angle UHD live games on the 

IPTV platform. With ZTE’s Big Video 3.0S UHD AI 

STB, the o�-site audience can watch the 

high-de�nition games from four di�erent 

viewing angles, enjoying a customized game 

watching experience.

Using the 5G Live TV solution, ZTE and Shanxi 

Mobile successfully turned the 2nd NYG into 

China’s �rst 5G sporting event. It was also the �rst 

time for 4K and multiple views to make their 

debut on live TV. These new business attempts 

have enhanced both delay-sensitive service 

experience and user stickiness.

China Telecom Enhances Personalized 
Experience at WWC

E-Sur�ng Video is an online video operation 

platform under China Telecom, with more than 

220 million users. The huge user base provides 

strong support for its successful operation. In 

the 5G era, China Telecom is seeking to develop 

innovative and personalized video services to 

retain existing users and attract new users.

The 15th World Wushu Championship (WWC) 

was held in Shanghai in October 2019. China 

Telecom took this opportunity to join hands with 

ZTE in using its 5G Live TV solution to deliver an 

innovative viewing experience to on-site audience 

in three distinctive scenarios that include 

multi-angle views, 4K �exible zooming, and 

360-degree free viewpoint. With the 

corresponding UHD APP based on 5G, the 

audience could freely zoom in or out 4K UHD 

videos in real time when watching the games. 

Moreover, the image stitching function also 

created an immersive game-watching experience.  

At the WWC, the 360-degree free viewpoint 

function was used for live broadcast. Its live 

broadcast latency was reduced to less than 

10 seconds, the rotation of views was very smooth, 

and there was no latency for rotating to a new 

view. China Telecom adopted ZTE’s innovative 

technologies such as 4K UHD video real-time 

transcoding, fast CDN media distribution, and 

instant video playing on terminal APK to achieve 

the industry-leading low latency for multi-angle 

views and 360-degree free viewpoint. This was also 

the �rst time to use the 360-degree free viewpoint 

function on a large-screen TV. People watching 

games at home could use the remote control to 

rotate views freely to capture highlights of games, 

enjoying a brand-new, diverse and personalized 

viewing experience.  

Through the live broadcast of this international 

event, China Telecom provides users with a new 

video service with new applications and new 

experience, attracting more users to enjoy a better 

life brought by E-Sur�ng Video on a 5G network. 

With the large-scale deployment of 5G 

networks, the 5G Live TV solution will get more 

attention from operators. The solution will also be 

more widely used in all kinds of large sports and 

recreational events and continue to innovate in 

the applications, bringing users a superior 

game-watching experience.  
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capability layer. The network capabilities include 

local tra�c o�oad and basic service capabilities 

such as network address translation (NAT), virtual 

�rewall (VFW), domain name service (DNS) and 

load balancing (LB). Radio network information 

service (RNIS), bandwidth management service, 

service routing rule, and wireless indoor 

positioning service are also provided in a network 

capability exposure framework through the API 

interface. The edge service capability layer uses 

a microservice framework and introduces new 

capabilities such as AI and big data to enrich 

and improve the MEC capability layer.

The fourth layer is the applications deployed 

at the edge, such as video surveillance, AR/VR 

video and campus applications. 

Wireless Network Capabilities

Operators need to consider how MEC can 

leverage the advantages of mobile networks 

and take CT capabilities as the focus to provide 

a uni�ed MEC platform with ICT convergence. 

MEC can provide CT-speci�c wireless network 

capabilities such as local tra�c o�oad, NAT/

VFW/DNS/LB, and wireless indoor positioning.

Local Tra�c O�oad

Local tra�c o�oad is a core capability of MEC. 

In application scenarios such as local computing or 

industrial parks, the �rst problem to be solved is 

how to �exibly and e�ciently o�oad data streams 

locally and enable nearby access. The optional 

solutions include TOF+ and CUPS for 4G networks. 

The 5G-oriented UPF solution can use local area 

data network (LADN), uplink classi�er (UL CL) or 

IPv6-based multi-homing for tra�c o�oad.

ZTE provides a 4G/5G converged MEC local 

tra�c o�oad solution. On the same MEC platform, 

the above tra�c o�oad functions are used as 

service plug-ins. The �exible plug-in mode 

supports tra�c o�oad in 4G, 5G NSA, and 5G SA.

NAT/VFW/DNS/LB

After the local o�oad, data tra�c is tunneled to 

the MEP platform that provides NAT, VFW, DNS and 

LB. In this way, data tra�c is o�oaded from the 

operator network to each application (APP).

Wireless Indoor Positioning

By integrating multiple positioning technologies 

such as indoor base stations and Bluetooth, MEC 

provides indoor positioning capability within 

a range of 3–5 meters. It can also implement 

coordination management through the MEC-based 

IoT management platform and wireless sensors 

such as geomagnetic �elds, �re sprinklers, and �re 

alarms. The indoor positioning capability can be 

exposed to third party applications and the big 

Fig. 1. Basic MEC 
architecture with 
ICT convergence.
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data platform in shopping malls through the API 

mode, to provide users with service applications 

such as indoor navigation and intelligent parking, 

so as to provide location service capability based 

on the existing communication network. 

With its QCell indoor equipment and MEC 

location service, ZTE has cooperated with 

application partners including Innsmap and 

INNS Big Data in smart shopping malls, smart 

buildings, and smart parks.

Tra�c Rule

The MEC platform needs to provide service 

rule management and con�guration, so edge 

applications can dynamically change local tra�c 

o�oad policy through the con�guration interface 

of relevant service rules and �exibly control local 

services by domain name, IP 5-tuple, user, and 

base station location.

DPI/TCP Optimization

DPI/TCP optimization aims to optimize network 

performance and improve user QoE. The MEC-

based DPI function implements deep packet 

inspection on the MEC platform and noti�es the 

inspection result to the base station through the 

accompanying packet. The base station guarantees 

di�erentiated scheduling algorithms for speci�c 

service types according to the set policy, so that 

users can get a better service experience.

The MEC-based TCP optimization solution 

combines the unique TCP air interface 

optimization of the wireless network and the 

TCP congestion optimization at the wired side 

to improve TCP service performance through 

HTTP fragment proxy, TCP transparent proxy, 

TCP congestion control, and wireless resource 

scheduling optimization.

The results of ZTE’s test on China Unicom’s 

existing network in Shenzhen show that after the 

MEC-based TCP optimization function is deployed, 

typical HTTP and video services can obtain about 

15% performance improvement in the uplink and 

30% in the downlink.

RNIS

RNIS provides radio network information 

services for MEC applications and the MEC 

platform, and the information can be used to 

optimize existing services. RNIS can provide such 

information as cell ID, radio channel quality, cell 

load and throughput. With the introduction of AI 

and other arti�cial intelligence analysis and 

reasoning capabilities, QoS can be guaranteed 

at a �ner granularity from the user level to the 

stream level and then to the packet level, and new 

network capabilities such as location awareness 

and link quality prediction can also be provided.

Conclusion

In the 4G era, the smart terminal technology 

that enables terminals to provide computing 

capability has completely promoted the 

development of PC internet towards mobile 

internet. In the 5G era, the MEC technology 

that allows network edge to provide computing 

capability will promote the convergence of cloud 

computing platform and mobile network, 

bringing a new business ecosystem and new 

business models.

MEC is not only a resource computing 

platform but also a wireless network capability 

platform. Through the deep convergence of 

mobile access network and internet services, MEC 

can improve user experience and save bandwidth 

resources. By deploying computing capabilities 

to network edges, MEC provides converged 

third-party applications, o�ering more space for 

service innovation at the mobile edge entrance.

Network connection of the MEC platform 

is the key, its computing capability is the 

e�ective guarantee, and its network capability 

and openness are the driving force. By 

deploying the MEC platform, leveraging 5G 

network advantages, and fully exploring radio 

network capabilities, operators can enable 

digital transformation of the industry, and 

provide in�nite possibilities for creating more 

network value in the future.

5G MEC



G uangdong Mobile has worked 

with ZTE in building large-scale 

MEC trials in Guangdong Province 

to support growing service needs 

in the 5G vertical industries and promote the 

research and commercial launch of new edge 

computing/edge cloud projects. They have 

deployed multi-level MEC in Guangzhou, 

Jiangmen and Zhuhai and have explored 

many aspects, involving SA networking and 

surrounding resources, construction mode, 

cooperation model with third parties, and edge 

infrastructure management. These provide 

valuable experience for 5G construction and 

future widespread deployment.

 Network Performance Veri�cation 

Guangdong Mobile’s MEC infrastructure 

contains four levels: city and prefecture core 

o�ce, important convergence o�ce, ordinary 

convergence o�ce, and service convergence 

o�ce (Fig. 1). The MEC environment is built 

in many o�ces at di�erent levels, such as 

Guangzhou and prefecture core o�ce, district 

and county important convergence o�ce, 

ordinary convergence o�ce, and campus 

service convergence o�ce. This helps to gain 

experience in MEC networking and planning.

The overall project is divided into two 

phases of veri�cation, including MEC 

networking deployment, platform function 

tests, and service trial tests that contain 

latency test and QoS test. 

5G UPF o�oad capability is the core for 

operators to develop edge computing/edge 

cloud, which takes network services as the 

core to drive edge cloud services and thus to 

Zhao Qiongying

Director of Wireless 
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achieve network-cloud convergence. Therefore 

Guangdong Mobile has implemented in the 

�rst phase a pre-commercial validation of the 

MEC environment including SA networking 

and surrounding resources, construction 

mode, cooperation model with third parties, 

and edge infrastructure management. Both 

general-purpose servers and special hardware 

resources such as integrated server, smart NIC, 

and GPU are deployed on each edge 

computing node to form diverse hardware 

resource pools that can meet di�erent needs 

and o�ce conditions. This results in a 

heterogeneous uni�ed resource pool 

management capability. A lightweight platform 

is used at the edge, which provides three types 

of resource environments including virtual 

machine (VM), container, and bare metal to 

meet the needs of di�erent edge service 

applications and deployments. An MEPM is 

centrally deployed in the core o�ce in 

Guangzhou to perform uni�ed operation 

and management of MEPs at each edge 

node. A uni�ed cloud management is also 

deployed to manage heterogeneous edge 

resource pools. Portal provides services in the 

multi-tenant mode, and third-party APPs are 

deployed on VMs or containers provided by 

edge nodes through the self-service portal.

Business Model Veri�cation 

Industry digitalization is the focus of 

the second half of the internet. Vertical 

industries, cloud providers, and operators all 

take edge computing as the focus of their 

network deployment. Guangdong Mobile 

arranged MEC trials in the second phase to 

verify MEC IaaS/PaaS/SaaS three-layer 

solution that supports the converged 

Fig. 1. Guangdong 
Mobile’s MEC 
architecture.
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deployment of third-party and self-owned 

applications under the telecom cloud 

architecture, and verify local tra�c o�oad 

and interface capability exposure. By 

combining network slicing, Guangdong 

Mobile also carried out trial veri�cation 

and exploration of end-to-end technical 

architecture, service quality assurance 

capability, and business model. For 2B 

and 2B2C scenarios, Guandong Mobile has 

introduced third-party partners involving 

various service applications such as CDN, cloud 

games, face recognition, video live broadcast, 

DPI, V2X, smart port, smart forklift, and VR. 

Diverse products and services are provided 

to meet di�erent needs of industry users. 

It provides game rendering and 

acceleration service in the important 

convergence o�ce for Tencent cloud 

games, delivering low-latency game 

experience through MEC (with an 

end-to-end latency less than 15 ms).

It deploys V2X service on the MEC of the 

vehicle industry park, helping the vehicle 

research institute carry out research on IoV 

applications such as 5G driverless car and 

remote driving. 

It deploys image recognition service 

on the MEC, exploring future intelligent 

video surveillance services oriented to 

speci�c scenarios. 

It provides the port with a private 5G 

campus network that features data security, 

low latency, and high reliability. Through 

the nearby MEC processing, the network 

carries out video monitoring and remote 

control of quayside cranes in the port area.

It provides video entertainment enterprises 

with professional acceleration and video 

transcoding capabilities, meeting 

high-bandwidth and large-storage 

requirements for CDN and VR VOD.

According to service scenarios and latency 

requirements, MEC can be �exibly deployed in 

the service convergence o�ce, ordinary 

convergence o�ce, important convergence 

o�ce, and city and prefecture core o�ce to 

interconnect with Guangzhou Mobile’s 5G 

core network. Through the MEC trials, the 

system provides �exible and packable modes 

for di�erent application scenarios, and fully 

veri�es edge infrastructure, edge o�ce, basic 

edge computing, and general edge service 

capabilities. By reducing costs through the 

large-scale replication, Guangdong Mobile can 

achieve a balance between construction costs 

and service needs.

User Experience Enhancement

Through the implementation of the 

project, network requirements such as 

SPN/PTN, IP bearer and CMNET under 

di�erent o�ce conditions have been fully 

veri�ed, and the networking capability has 

been improved. Third-party applications have 

also been fully veri�ed in various scenarios 

and modes, such as high-performance data 

forwarding, uni�ed management of edge 

resource pools, applications of typical 

con�guration models such as UPF/MEP, 

di�erentiated service guarantee of E2E slice, 

as well as slicing mall application signing, 

ordering, and multi-dimensional billing. 

These will provide valuable experience for 

large-scale commercial deployment of 5G 

MEC in the future.

Operators can seize the opportunities of 

5G development, leverage their network 

advantages (such as network capabilities, 

users, tra�c, and data) and infrastructure 

advantages (such as o�ces, transmission, and 

platforms), and focus on vertical industries 

and OTT applications. By actively building 

di�erentiated edge computing platforms and 

service capabilities, they can achieve the 

cloud-network-edge-terminal synergy, thus 

greatly reducing latency, improving user 

experience, and transforming their networks 

from access channels to information service 

enabling platforms.
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